Secure Shell

Installation and Administration

May 2002

Product Version: Secure Shell, Version 1.1

Operating System and Version: Tru64 UNIX Version 5.1A or higher

This manual describes how to install, configure, and use the Secure
Shell software.

Hewlett-Packard Company
Houston, Texas



© 2002 Hewlett-Packard Company

Compagq, the Compaq logo, Tru64, and TruCluster, are trademarks of Compaq Information Technologies
Group, L.P. in the U.S. and/or other countries.

Microsoft and Windows NT are registered trademarks of Microsoft Corporation in the U.S. and/or other
countries. UNIX is a trademark of The Open Group in the U.S. and/or other countries.

Contains SSH Secure Shell technology, SSH is a registered trademark of SSH Communications Security
Corp. (http://www.ssh.com)

All other product names mentioned herein may be the trademarks of their respective companies.

Confidential computer software. Valid license from Compaq Computer Corporation, a wholly owned
subsidiary of Hewlett-Packard Company, required for possession, use, or copying. Consistent with FAR
12.211 and 12.212, Commercial Computer Software, Computer Software Documentation, and Technical
Data for Commercial Items are licensed to the U.S. Government under vendor’s standard commercial
license.

None of Compaq, HP, or any of their subsidiaries shall be liable for technical or editorial errors or omissions
contained herein. The information is provided “as is” without warranty of any kind and is subject to
change without notice. The warranties for HP or Compaq products are set forth in the express limited
warranty statements accompanying such products. Nothing herein should be construed as constituting

an additional warranty.



Contents

About This Manual

1 Secure Shell Overview

1.1
1.2
1.3

The Secure Shell Server .........cooviiiiiiiiiiiiiiiiiiiii i,
The Secure Shell Client .........ccooviiiiiiiiii i
Server and Client Communication ..............ccoovvvieiiiinnnn..

2 Installing the Secure Shell Software

2.1
2.2
2.3
2.4
2.5
2.6
2.7
2.8

Downloading the Secure Shell Software ..........................
Upgrading the Secure Shell Software .............................
Installing the Secure Shell Software ............................
Installing and Viewing the Secure Shell Documentation .......
Starting the Server Software ...............coooeiiiiiiiiiiia..
Secure Shell Directories and Files .................coooiiiiii
Deinstalling the Secure Shell Software ...........................
Removing the Secure Shell Documentation ......................

3 Configuring and Managing the Secure Shell Software

3.1
3.2
3.2.1
3.3
3.3.1
3.3.2
3.3.21
3.3.2.2
3.3.2.3
3.3.24
3.3.25
3.3.3
3.4
34.1

3.4.2

Configuring the Server ...........cccooiiiiiiiiiiii e
Configuring the Client .............cccoiiiiiiiiiiii e,
Configuring Network Commands to Use Secure Shell .....
Configuring User Authentication .......................ooeeee...
Configuring Password Authentication ........................
Configuring Public Key Authentication ......................
Configuring Public Key Authentication on the Client .
Configuring Public Key Authentication on the Server
Accessing a Remote Server ................cooiiiiiii...
Restricting User Access .....coovvviiiiiiiiiiiiiiinneeaannns
Managing Passphrases .............cccoiiiiiiiiiiinniinnn,
Configuring Host-Based Authentication .....................
Managing the Server ...........ccoiiiiiiiiiiiiiiiiiiii
Starting, Stopping, Restarting, and Resetting the sshd2
Daemon .......oooiiiiii
Restricting Users to Home Directories .......................

e
N NN

|
WWWNNDN P

II\)I\)I\)I\JI\)I\)I\)I\)
N

|
N

|||(IJO(|JO(A)(|A)(A)(A)(A)
WWWN O Oooo~NN

W W wwww
a

ol el ol ol o
o

P
B
~N o

Contents i



3.4.3
3.4.4

3441
3.4.4.2

Creating a Public and Private Host Key ...................... 3-18
Forwarding TCP/IP and X11 Data Through a Secure Shell

COoNNECEION ..ottt e 3-18
TCP/IP Port Forwarding .............ccccoiiiiiiiinneinnnn 3-18
X11 Forwarding ........cccoeviiiiiiiiiiieeiiiiiiiiennanns 3-19

4 Using the Secure Shell Commands

4.1
41.1
41.2
4.2

Index

Examples
3-1
3-2
3-3

Tables
1-1

iv Contents

Copying Files ....oooiiiiii i e 4-1
Using the scp2 Command .................coooiiiiiiiiiiiin.... 4-1
Using the sftp2 Command ..., 4-2

Logging In and Executing Commands on a Server .............. 4-2

Sample sshd2_configFile ............cccoiiiiiiiiiiiiiiiiiiiie, 3-2

Sample ssh2_config File ..........ccccoiiiiiiiiiiiiiiiiiiie, 3-4

Public Key Authentication Login Output ......................... 3-13

Secure Shell Commands ............ccoeiiiiiiiiiiiiiiii e 1-1



About This Manual

This manual describes how to install, configure, and use the Secure Shell
software on a system running the HP Tru64 UNIX operating system
software.

Audience
This manual is intended for anyone who is responsible for installing and

configuring the Secure Shell sever and client software on a system running
the Tru64 UNIX operating system software.

Organization

The manual is organized as follows:

Chapter 1 Provides an overview of Secure Shell client and server software.
Chapter 2 Describes how to install the Secure Shell server software.
Chapter 3 Describes how to configure and manage the Secure Shell

server and client software.

Chapter 4 Describes how to use Secure Shell commands.

Reader's Comments

HP welcomes any comments and suggestions you have on this and other
Tru64 UNIX manuals.

You can send your comments in the following ways:
e Fax: 603-884-0120 Attn: UBPG Publications, ZKO3-3/Y32
¢ Internet electronic mail: r eaders_conmment @k3. dec. com

A Reader’s Comment form is located on your system in the following
location:

/usr/doc/ readers_coment .t xt

Please include the following information along with your comments:

e The full title of the manual and the order number. (The order number
appears on the title page of printed and PDF versions of a manual.)
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¢ The section numbers and page numbers of the information on which
you are commenting.

e The version of Tru64 UNIX that you are using.

e Ifknown, the type of processor that is running the Tru64 UNIX software.
The Tru64 UNIX Publications group cannot respond to system problems or

technical support inquiries. Please address technical questions to your local
system vendor or to the appropriate HP technical support office. Information

provided with the software media explains how to send problem reports to
HP.

Conventions

This manual uses the following typographical conventions:

\ A backslash at the end of a line in an example
indicates continuation.
# A number sign represents the system prompt when you are
logged in to a Tru64 UNIX system using the root user account.
net stop Bold courier type indicates user input.
>>> The console subsystem prompt is three right angle brackets.
file ITtalic (slanted) type indicates variable values, placeholders,

and function argument names.

In syntax definitions, brackets indicate items that are
optional and braces indicate items that are required.
Vertical bars separating items inside brackets or braces
indicate that you choose one item from among those listed.

—_— —
[S—

In syntax definitions, a horizontal ellipsis indicates that the
preceding item can be repeated one or more times.

cat(1) A cross-reference to a reference page includes the
appropriate section number in parentheses. For example,
cat(1) indicates that you can find information on the cat
command in Section 1 of the reference pages.

[Ctrl/x] This symbol indicates that you hold down the first
named key while pressing the key or mouse button that
follows the slash. In examples, this key combination is
enclosed in a box (for example, [Ctrl/C] ).

vi About This Manual



1

Secure Shell Overview

The Secure Shell software is client/server software that provides a suite
of secure network commands that you can use in addition to or in place
of traditional nonsecure network commands. Table 1-1 describes the
traditional nonsecure network commands and the equivalent Secure Shell
command.

Table 1-1: Secure Shell Commands

To Traditional Command Secure Shell Command
Execute commands on a rsh ssh2

remote system

Log in to a remote system rl oginortel net ssh2

Transfer files between systems rcpor ftp scp2 or sftp2

See Chapter 4 for more information on using the Secure Shell commands.

The Secure Shell commands create a secure connection between systems
running the Secure Shell server and client software by providing:

e Authentication

Secure Shell servers and clients use an authentication method to reliably
determine each other’s identity, then the user’s identity.

¢ Data encryption

Secure Shell servers and clients exchange encrypted data. Data
encryption is transparent to users.

¢ Data integrity

Secure Shell servers and clients detect whether or not data was
intercepted and modified while in transit.

¢ Nonrepudiation

Systems can prove the origin of data so that a user or entity cannot
deny having performed a particular action related to data or proof of
ownership.

This chapter describes:

e Secure Shell servers
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e Secure Shell clients

e Secure Shell server and client communication

1.1 The Secure Shell Server

A Secure Shell server is a system on which the Secure Shell server software
is installed and the Secure Shell sshd2 daemon is started. The Compaq
Secure Shell software includes the Secure Shell server software that runs on
a system running the Tru64 UNIX Version 5.1A or higher operating system
software. The Compaq Secure Shell software is based on SSH Version 2.4.1.
software.

The remainder of this guide refers to a Secure Shell server as server.

1.2 The Secure Shell Client

A Secure Shell client is a system on which the Secure Shell client software
is installed. The Compaq Secure Shell software includes the Secure Shell
client software that runs on a system running the Tru64 UNIX Version 5.1A
or higher operating system software.

The Secure Shell client software provides:
¢ The scp2 and sft p2 commands to copy files to and from a server.
e The ssh2 command to log in and execute commands on a server.

e Other Secure Shell commands to manage the Secure Shell client
software.

Optionally, on a Secure Shell client you can configure the r sh, r | ogi n,
and r cp commands and applications that use the rcnd( ) function to
automatically use a Secure Shell connection. See Section 3.2.1 for more
information.

The remainder of this guide refers to a Secure Shell client as client.

1.3 Server and Client Communication

When the server is started, the sshd2 daemon listens on port 22 (by default)
for a client to initiate a socket connection. When a client connects, the sshd2
daemon starts a child process. The child process initiates a public host key
exchange with the client. The public host key exchange is a process in
which the client and server exchange their public host keys to authenticate
their identity to each other. A public host key is created on the server as

/ et c/ ssh2/ host key. pub when you install the Secure Shell software.

The first time a client connects to a server, the user is (by default) prompted
to accept a copy of the server’s public host key. If the user accepts the key,
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a copy of the server’s public host key is copied to the user’s host keys
directory on the client. The client uses this public host key to authenticate
the server on subsequent connections. You can also copy the server’s public
host key in advance to the user’s host keys directory on the client as
key_port_servernane. pub. For example, if the server name is orange,
copy its key as key_22_or ange. pub.

After the client and server authenticate each other, the child process
attempts to authenticate the user. The user must have a valid user account
and home directory on the server. If the child process fails to authenticate
the user, it will refuse the connection. Secure Shell uses one of the following
user authentication methods:

e Password
e Public key

¢ Host-based (Clients and servers can use host-based authentication only
if both systems are running the UNIX operating system software.)

See Section 3.3 for information on configuring user authentication methods.

After the child process authenticates the user’s identity, the actual
connection with the client occurs. The connection includes command
execution, encrypted data transfer, and termination of the connection. Once
Secure Shell is determined to be used for the connection, all authentication
and communicate between the client and server will use the Secure Shell
connection. When the connection is terminated, the child process started
by the sshd2 daemon terminates.
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Installing the Secure Shell Software

The Tru64 UNIX Secure Shell software provides the software to run the
server and client on a system running the Tru64 UNIX software.

This chapter describes:

How to download the Secure Shell software

How to upgrade the Secure Shell software

How to install the Secure Shell software

How to install and view the Secure Shell documentation
How to start the server

Secure Shell directories and files

How to deinstall the Secure Shell software

How to remove the Secure Shell documentation

2.1 Downloading the Secure Shell Software

The Secure Shell software is provided in a compressed tar file that contains:

A subset called SSHBASE110 that contains the Secure Shell software.
A subset called SSHDOC110 that contains Secure Shell reference pages.

A tar file called ssh_ssb_docs. t ar. gz that contains the Secure Shell
HTML documentation library.

The Secure Shell software is available from the Compaq Web site at
http://tru64uni x. conpag. conl i nt ernet.

To download the Secure Shell software:

1.

Create a directory called / usr/ shar e/ docl i b/ ssh and change to
that directory.

Using a Web browser, go to htt p: // t ru64uni x. conpag. cont i nt er -
net and choose download software.

Choose to download the Secure Shell software kit and follow the
instructions on the screen.

Uncompress the tar file:
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#gunzip tar _file.tar.gz
5. Extract the contents of the tar file:
#tar -xvf tar _file.tar

2.2 Upgrading the Secure Shell Software

To upgrade the Secure Shell Version 1.0 software, you must deinstall
previously installed Secure Shell subsets and install the new Secure Shell
software. For example, to deinstall the Secure Shell Version 1.0 software,
enter:

#/usr/sbin/setld -d SSHBASE100 SSHDOC100

2.3 Installing the Secure Shell Software

Installing the Secure Shell software:
e Creates the / et ¢/ ssh2 directory.
e (Creates a public and private host key for the server.

e Modifies the / et ¢/ servi ces file and the / et ¢/ cl ua_servi ces file
in a TruCluster Server environment to reserve port 22 for the sshd2
daemon.

e Symbolically links the / et ¢/ ssh2/ knownhost s directory to the
/ var/ ssh2/ knownhost s directory.

Use the Tru64 UNIX set | d command to install the subsets that contain
the Secure Shell software and reference pages on a system running the
Tru64 UNIX Version 5.1A or higher operating system software. To install
the subsets:

1. Change to the directory where the Secure Shell software was
downloaded.

2. As the root user, install the subsets:
#setld -1 . SSHBASE110 SSHDOC110

2.4 Installing and Viewing the Secure Shell Documentation
To install the Secure Shell documentation:

1. Ifnecessary, change to the directory where you downloaded the Secure
Shell software.

2. Uncompress the documentation tar file:
# gunzip ssh_ssb _docs.tar.gz

3. Extract the contents from the documentation tar file:
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#tar -xvf ssh _ssb docs.tar

To view the documentation, open the / usr/ shar e/ do-
cl i b/ ssh/ DOCS/ HTM./ LI BRARY. HTMfile in a web browser.

2.5 Starting the Server Software

After you install the Secure Shell software, you must start the sshd2
daemon to start the server. When the sshd2 daemon starts, it uses the
values assigned to keywords in the / et ¢/ ssh2/ sshd2_confi g file to
configure how the server responds to clients.

Review the keywords in the sshd2_conf i g file before starting the sshd2
daemon. See Section 3.1 and sshd2_conf i g(4) for more information about
the sshd2_confi g file.

To start the sshd2 daemon, enter:
#/sbin/init.d/sshd start

In a TruCluster Server environment, you must start the sshd2 daemon on
each cluster member on which you want the sshd2 daemon to run.

The sshd2 daemon will automatically start when the system boots.

2.6 Secure Shell Directories and Files

The following files and subdirectories are created in the / et ¢/ ssh2
directory on the server when you install the Secure Shell software:

¢ The client configuration file (ssh2_confi g).

¢ The server configuration file (sshd2_confi g).

e The server private host key file (host key) and public host key file
(host key. pub).

¢ A random seed file (r andom seed). This file contains random data that
is used to generate pseudorandom numbers for cryptographic operations.

¢ Public host key files for the clients with which the server communicates
when using host-based authentication are in the knownhost s
subdirectory.

The sshd2 daemon is in the / usr/ sbi n directory.

The Secure Shell commands are in the / usr/ bi n directory.

2.7 Deinstalling the Secure Shell Software

To deinstall the Secure Shell software, enter:
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# setld -d SSHBASE110 SSHDOC110

The Secure Shell directories and software subsets are left in place.

2.8 Removing the Secure Shell Documentation

To remove the Secure Shell documentation, enter:

#rm-rf /usr/sharel/doclib/ssh/ DOCS
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Configuring and Managing the Secure
Shell Software

You configure how servers and clients communicate by setting values to
keywords in the / et ¢/ ssh2/ sshd2_confi g file for the server and in the
/ et c/ ssh2/ ssh2_confi g file for the client.

The / et ¢/ ssh2/ sshd2_confi g file and the / et ¢/ ssh2/ ssh2_confi g
file contain keyword-argument pairs, one per line. Keywords are assigned
default values, which you can change. Keywords are case insensitive. Empty
lines and lines starting with a number sign ( # ) are ignored as comments.

This chapter describes:

e How to configure the server

¢ How to configure the client

e How to configure user authentication

e Managing the server

3.1 Configuring the Server

The / et ¢/ ssh2/ sshd2_confi g file (or the file specified with sshd2 - f
command) contains configuration keywords and values that the sshd2
daemon reads when it starts. You can override the values for a keyword in
the sshd2_confi g file by entering the keyword and value on the command
line when you start the sshd2 daemon; however, values set this way are
reset to the value in the / et ¢/ ssh2/ sshd2_conf i g file when the sshd2
daemon restarts.

If you modify the sshd2_confi g file while the sshd2 daemon is running,
you must reset the sshd2 daemon to implement the change. Changes
made this way apply only to new client connections. See Section 3.4.1 for
information on resetting the sshd2 daemon.

Example 3-1 is a sample / et ¢/ ssh2/ sshd2_confi g file. See
sshd2_confi g4) for a description of each keyword in the sshd2_confi g
file.
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Example 3—-1: Sample sshd2_config File

## sshd2_config
## SSH 2.4 Server Configuration File
#it

## Cener al

Ver boseMode no
# Qui et Mode yes
Al | owCshr cSour ci ngW t hSubsyst ens no
For cePTTYAl | ocation no
Sysl ogFacility AUTH
# SyslogFacility LOCAL7

## Net wor k

Por t 22

Li st enAddr ess 0.0.0.0
Requi r eRever seMappi ng no
MaxBr oadcast sPer Second 0

# MaxBr oadcast sPer Second 1

# NoDel ay yes

# KeepAlive yes

# MaxConnecti ons 50

# MaxConnecti ons 0

# 0 == nunber of connections not limted
## Crypto

Ci phers AnyCi pher
# Ci phers AnyStd
# Ci phers Any St dCi pher
# Ci phers 3des
MACs AnyMAC
# MACs AnyStd
# MACs Any St dMAC
# Rekeyl nt erval Seconds 3600

## User

Print Motd yes
CheckMai | yes
User ConfigDirectory "%/ .ssh2"
# UserConfigDirectory "/etc/ssh2/auth/%J)
User KnownHost s yes
# Logi nGraceTi e 600
# Perm t Enpt yPasswords no
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Example 3—-1: Sample sshd2_config File (cont.)

# StrictMdes yes
## User public key authentication

Host KeyFi | e host key

Publ i cHost KeyFi | e host key. pub
RandonteedFi | e random seed
ldentityFile identification
Aut horizationFile authorization
Al | owAgent Forwardi ng yes

## Tunnel i ng

Al | owX11Forwardi ng yes
Al | owTcpForwardi ng yes
# Al | owTcpForwar di ngFor Users sjl, cowboyneal @l ashdot. org
# DenyTcpForwardi ngForUsers "2[:isdigit:]*4, peelo"
# Al | owTcpForwar di ngFor Groups priviliged_tcp_forwarders
# DenyTcpForwar di ngFor Groups coni ng_from out si de

## Aut henti cation
## Hostbased and PAM are not enabl ed by default.

# Banner MessageFi |l e / et c/ ssh2/ ssh_banner _nmessage
# Banner MessageFi |l e /etcl/issue. net
Passwor dGuesses 1
# Al |l onedAut henti cati ons hostbased, publ i ckey, password
# Al |l onedAut henti cations publickey, pam 1@sh. com
Al | owedAut henti cations hostbased, publ i ckey, password
# Requi redAut henti cations publickey, password
# SshPAMO i ent Path ssh-pamclient

## Host restrictions

# Al onHost s | ocal host, foobar.com friendly.org
# DenyHost s evil.org, aol.com
# Al | owSHost s trusted. host.org
# DenySHost s not.quite.trusted. org
# | gnor eRhost s no
I gnor eRhost s no
# | gnor eRoot RHosts no
# (the above, if not set, is defaulted to the val ue of IgnoreRHosts)

## User restrictions
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Example 3—-1: Sample sshd2_config File (cont.)

# Al |l owlsers "sj*,s[:isdigit:]##, s(jl|anza)"
# DenyUsers skuuppa, war ezdude, 31373
# DenyUsers don@ntrust ed. org
# Al | owG oups staff, users
# DenyG oups guest
# Perm t Root Logi n nopwd
Per mi t Root Logi n yes

## SSH1 conpatibility

# SshlConpatibility

# SshdlPat h

## Chrooted environnent

# ChRoot User s ftp, guest
# ChRoot G oups guest

## subsystem definitions

subsystem sftp sftp-server

3.2 Configuring the Client

The / et ¢/ ssh2/ ssh2_confi g file contains configuration keywords and
values that the client software reads when it starts. Each user can also have
their own $HOVE/ . ssh2/ ssh2_confi g file, where $HOVE is the name of the
user’s home directory. The / et ¢/ ssh2/ ssh2_confi g file is read first, then
the user’s version is read. The last obtained value for a keyword is used,
except for the Enf or ceSecur eRut i | s keyword. See Section 3.2.1 for more
information about the Enf or ceSecur eRuti | s keyword.

Example 3-2 is a sample / et ¢/ ssh2/ ssh2_confi g file. See
ssh2_confi g(4) for a description of each keyword in the ssh2_confi g file.

Example 3—-2: Sample ssh2_config File

## ssh2_config
## SSH 2.0 Cient Configuration File
#t
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Example 3—-2: Sample ssh2_config File (cont.)

## The "*" is used for all hosts, but you can use other hosts as
## wel | .

* -

## COVPAQ Tru64 UNI X specific
# Secure the r* utilities (no, yes)
Enf or ceSecureRutils no

## Cener al

Ver boseMode no

Qui et Mbde yes

Dont ReadSt di n no

Bat chMode yes

Conpr essi on yes

ForcePTTYAl | ocation yes

GoBackgr ound yes

EscapeChar ~

Passwor dPr onpt "M@ s password: "
Passwor dPr onpt "0J s password: "
Aut henti cati onSuccessMsg yes

HH R HHHHH

## Net wor k

Por t 22
NoDel ay no
KeepAl i ve yes
# SocksServer socks: // nmyl ogi n@&ocks. ssh. com 1080/ 203. 123. 0. 0/ 16, 198. 74. 23. 0/ 24

## Crypto
Ci phers Any St dCi pher
MACs AnyMAC
Stri ct Host KeyChecki ng ask
# Rekeyl nt erval Seconds 3600
## User public key authentication
ldentityFile identification

Aut hori zationFile authorization
RandonteedFi | e random seed

## Tunnel i ng
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Example 3—-2: Sample ssh2_config File (cont.)

Gat ewayPort s yes
For war dX11 yes
For war dAgent yes

H* H R

# Tunnels that are set up upon logging in

# Local Forward "110: pop3. ssh. com 110"
# Renot eForward " 3000: f oobar : 22"

## SSH1 Conpatibility

SshlConpatibility yes
Ssh1lAgent Conpatibility none
# SshlAgent Conpatibility traditional
# SshlAgent Conpatibility ssh2
# SshlPat h /usr/local/bin/sshl

## Aut henti cation
## Hostbased is not enabled by default.

# Al |l onedAut henti cati ons hostbased, publ i ckey, password
Al | owedAut henti cations publickey, password
# For ssh-signer2 (only effective if set in the global configuration
# file, usually /etc/ssh2/ssh2_config)
# Def aul t Domai n f oobar. com

# SshSi gner Pat h ssh-signer2

## Exanpl es of per host configurations

#al pha*:

# Host al pha. oof . fi

# User user

# Passwor dPr onpt "0J: s password at %1 "
# Ci phers i dea

#f oobar :

# Host f 00. bar

# User foo_user
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Example 3—-2: Sample ssh2_config File (cont.)

3.2.1 Configuring Network Commands to Use Secure Shell

You can configure whether or not the r sh, rl ogi n, and r cp commands
and applications that use the rcnmd( ) function automatically use

a Secure Shell connection by enabling the Enf or ceSecur eRutil s
keyword in the / et ¢/ ssh2/ ssh2_confi g file or in a user’s

$HOVE/ . ssh2/ ssh2_confi g file. By default, the Enf or ceSecur eRutil s
keyword is disabled. If the Enf or ceSecur eRuti | s keyword is
enabled in the / et ¢/ ssh2/ ssh2_confi g file, it is enabled for all
users regardless if it is disabled in user’s $HOVE/ . ssh2/ ssh2_confi g
file. If the Enf or ceSecureRutil s keyword is disabled in the

/ etc/ssh2/ssh2_confi g file, a user can enable it in their

$HOME/ . ssh2/ ssh2_confi g file.

The following are considerations if you enable the Enf or ceSecur eRuti |l s
keyword:

¢ The sshd daemon runs and spawns the sr cnd child process; the r shd
and r | ogi nd daemons do not run.

e The Enf orceSecur eRut i | s keyword requires that the Al | owTcpFor -
war di ng keyword to be enabled in the / et ¢/ ssh2/ sshd2_confi g
file, which it is by default. If you enable the Enf or ceSecur eRutil s
keyword, do not disable the Al | owTcpFor war di ng keyword.

e Thersh and r cp commands and applications that use the rcrmd ()
function can only use host-based authentication to authenticate users.
See Section 3.3.3 for information on host-based authentication.

e The rl ogi n command can use host-based or password user
authentication to authenticate users. See Section 3.3.3 for information
on host-based authentication. See Section 3.3.1 for information on
password authentication.

3.3 Configuring User Authentication

You must configure the client and server to use the same type of user
authentication, which can be any or all of the following:
e Password

e Public key
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e Host-based (Clients and servers can use host-based authentication only
if both systems are running the UNIX operating system software.)

You configure the type of user authentication that the client and server
use by assigning values to the Al | onedAut henti cati ons keyword

in the server’s / et ¢/ ssh2/ sshd2_confi g file and in the client’s

/ etc/ ssh2/ssh2_confi g file or user’s $HOVE/ . ssh2/ ssh2_confi g
file. The user authentication methods are used in the order in which they
are listed for the Al | owedAut henti cati ons keyword. For example, if
host based is listed first, the server will try host based authentication
before trying the next listed authentication. The first successful
authentication is the one used. By default, the server tries public key
authentication, then password authentication.

3.3.1 Configuring Password Authentication

Password authentication requires that a user have a password-protected user
account that can be authenticated by a Tru64 UNIX password authentication
method. Tru64 UNIX password authentication methods include:

e BSD

e Network Information Service (NIS)

e Lightweight Directory Access Protocol (LDAP)
e Kerberos

e Enhanced security

To use password authentication, set the value of the Al | owedAut henti -
cat i ons keyword to include passwor d, which is does by default, in the

/ etc/ ssh2/ sshd2_confi g file and in the / et ¢/ ssh2/ ssh2_confi g file;
for example:

Al | owedAut henti cati ons password

By default, users are allowed only one password attempt. The number
of failed password attempts is defined by the value assigned to the
Passwor dGuesses keyword in the / et ¢/ ssh2/ sshd2_confi g file.

If you change the value of a keyword in the / et ¢/ ssh2/ sshd2_confi g file,
you must enter the following command to reset the sshd2 daemon:

#/sbin/init.d/ sshd reset

When using password authentication, the password prompt will be displayed
on stderr. If st derr is redirected, it may appear that the login command
has stopped responding while waiting for the password to be entered.

The way in which users are prompted for their password on a Tru64 UNIX
Secure Shell client depends on whether or not a Secure Shell connection is
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used. If the server is running the sshd daemon, users are prompted as
follows:

user nane’ s password:

If the server is not running the sshd daemon, users are prompted as follows:

Passwor d:

3.3.2 Configuring Public Key Authentication

Public key authentication requires that a user have a pair of keys, one called
the public key and the other called the private key. These keys are used

to authenticate the user and to encrypt and decrypt the data exchanged
between clients and servers. The public key is published and distributed to
the servers with which the user communicates. The private key is kept
secret on the local client and never published or distributed. What one public
or private key does, only the other associated public or private key can undo.

Public key authentication requires configuration on the client and on the
server.

Note

A user’s private key and public key are not the same as the
server’s private host key (/ et ¢/ ssh2/ host key) and public
host key (/ et ¢/ ssh2/ host key. pub). The server’s private and
public host keys were created when you installed the Secure
Shell software and they are used to authenticate the server. A
user creates their private and public keys and they are used to
authenticate the user.

3.3.2.1 Configuring Public Key Authentication on the Client

Follow these steps to configure public key authentication on a Tru64 UNIX
Secure Shell client:

1. Set the value of the Al | owedAut hent i cati ons keyword in the
/et c/ ssh2/ssh2_confi g file to include publ i ckey, which it does by
default; for example:

Al | owedAut henti cati ons publ i ckey, passwor d

2. Instruct the user to log into their user account and create a public and
private key pair by entering the ssh- pubkeynmgr command. The user
will be prompted for the following information:
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$ ssh- pubkeyngr

Setting host to hostnane

Checki ng for publickey authentication to be enabled in the client config..
Your client configuration is all set.

Checki ng for publickey authentication to be enabled in the server config..
Your server configuration is all set.

Checking for existing user public keys..
Couldn’t find your DSA keypair.. |’'Il generate you a new set..
Runni ng ssh-keygen2... don’'t forget to give it a passphrase!

Generating 1024-bit dsa key pair
2 0O0o. 000. 000.
Key gener at ed.
1024-bit dsa, username@ostnane.fqdn, Tue Apr 02 2002 13:40:48 -0500
Passphrase : secret passphrase[1]
Agai n . secret passphrase
Private key saved to $HOWE/ .ssh2/id_dsa_1024_a
Public key saved to $HOVE/ .ssh2/id_dsa_1024_a. pub
If you are logging in fromthis computer, you need to have an
identification file that defines what private keys will be recognized
when you login. By default, this should be id_dsa 1024 a.

Creating your identity file..
Creating your authorization file..
Creating your local host public key..

The next section allows you to add hosts that you wish to |login fromusing
public key authentication.

Do you want to add any hosts to your authorization file? (Default: yes) yes[2]
Type in user and hostnanme, press return after each one.

Add whi ch user? usernane

Add whi ch host? host nanme

You added username at servername as a trusted | ogin.

Press return to continue or Ctrl-D to exit.

D

Al the new files are in your $HOWE .ssh2 directory.

Now t hat you have your public keypair generated, you can copy your public
key up to rempte hosts so you can login to them using public key

aut hentication. You also need to add this key, usernane-hostnane. pub,

to the ~/.ssh2/authorization file on the server.

Do you want to upload username-hostnane key to a renmote host? (Default: yes)[3]
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Upl oad to which host? hostnane. f gdn

Whi ch user account? usernamne

Now running scp2 to connect to hostnane. fqdn..

Most likely you'll have to type a password :)

Host key not found from dat abase.

Key fingerprint:

xol og- bi vi c- noneb- behas- zanet - mat uc- hedol - nol i v- vi del - el al - ci xox

You can get a public key's fingerprint by running

% ssh-keygen -F publickey.pub on the keyfile.

Are you sure you want to continue connecting (yes/no)? yes

Host key saved to $HOVE/ . ssh2/ host keys/ key_22_host nare. f gdn. pub

host key for hostnane.fqdn, accepted by username Wed Apr 03 2002 11:09:24 -0
500

user nanme@ost nane. f qdn’ s password: password[4 ]

user nane- host nane. pub | 755B | 0.7 kB/s | TOC. 00:00:01 |

Press return to upload to nore hosts or Ctrl-D to exit.

Enter a passphrase assigned for the keypair.

Enter yes to add a host entry in the aut hori zat i on file if you will
access your user account on the client from a remote host that
uses public host key authentication. A host entry identifies the
user name and name of a remote host from which you will access
your user account on the client.

If you enter yes, you are prompted for the user name by which
you want to be authenticated, then for the name of the remote
host. Host names should be entered with their fully qualified
domain name (fqdn). For example, if the remote host’s name is
or ange and its fully qualified domain name is col or. art.com
enter or ange. col or. art.com

A host entry is added to the aut hori zat i on file in the following
format:

Key user name- host nane. pub

Enter yes to copy your public key to a user account on a remote
host from which you will access your account on the client. If you
enter yes, you are prompted for the name of the remote host and
the user account to which your public key will be copied. This is
usually the user name and name of the remote host for which you
added a host entry in the aut hori zat i on file. Host names should
be entered with their fully qualified domain name (fqdn). For
example, if the remote host’s name is or ange and its fully qualified
domain name is col or. art. com enter or ange. col or. art.com

The user’s public key will be copied to the specified user account on
the remote host. Users must enter their password for the specified
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user account on the remote host because, by default, password
authentication is the only authentication available at that time.

A status message is displayed that shows the results of copying the
public key to the remote host.

The ssh- pubkeyngr command creates:

e A directory called $HOVE/ . ssh2 for the user on the client ($HOVE is the
name of the user’s home directory)

¢ The key pair as follows:

— The $HOVE/ . ssh2/i d_dsa_1024_a file contains the user’s private

key. Only the user for which the key was created should have access
this file.

— The $HOWE/ . ssh2/id_dsa_1024 a. pub file and
$HOVE/ . ssh2/ user nanme- host nane. pub contains the user’s public
key. The user name- host nane. pub is the file that will be copied to
servers that use public key authentication and to which the user
will connect.

e Afile called $HOVE/ . ssh2/i denti fi cati on that contains the following
entry that identifies the name of the user’s private key file:

I dKey id_dsa_1024_a

e A file called $HOVE/ . ssh2/ aut hori zat i on that contains the names
of public keys for remote hosts from which the user access their user
account on the local host.

3.3.2.2 Configuring Public Key Authentication on the Server
To configure public key authentication on the server:

1. Set the value of the Al | owedAut hent i cat i ons keyword in the
/ et c/ ssh2/ sshd2_confi g file to include publ i ckey, which it does by
default; for example:
Al | owedAut henti cati ons publ i ckey, passwor d

If you change the value of the Al | owedAut henti cati ons keyword,
you must enter the following command to reset the sshd2 daemon:

#/sbin/init.d/ sshd reset

2. Ifthe client and server are not the same system, create a $HOVE/ . ssh2
directory on the server ($HOVE is the name of the user’s home directory
for which public key authentication is being configured.)

3. If necessary, create a file called aut hori zati on in the user’s
$HOVE/ . ssh2 directory. Add to the aut hori zati on file a host entry
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for the client. A host entry identifies the name of a public key for a
client from which the user access their user account on the local host.

A host entry is added to the aut hori zat i on file in the following format:
Key user nane-cli ent host name. pub

4. Ifthe user did not upload their public key from the client to the remote
server when they configured public key authentication, copy from the
client the user’s public key file ($HOVE/ user nane- host nane. pub) to
the user’s $HOVE/ . ssh2 directory on the server.

3.3.2.3 Accessing a Remote Server

Example 3-3 shows sample output when logging into a remote server that
is using public key authentication.

Example 3-3: Public Key Authentication Login Output

$ssh server _nane

Passphrase for key "/hone/user/.ssh2/id_dsa_1024_a
with coment "1024-bit dsa, created by user @ocal
Wed July 19 2001 00: 13: 43 +0200":

3.3.2.4 Restricting User Access

You can restrict a user to only execute certain UNIX commands when they log
in to a server that is using public key authentication. To restrict users, enter
the UNIX command under the user’s Key entry in their aut hori zat i on
file on the server. For example, the following entry would use public key
authentication to authenticate the user, execute the | s command in the log
in directory, then return the user to their local host prompt:

Key user name- host nane. pub
Command | s

3.3.2.5 Managing Passphrases

The passphrase is not the user’s Tru64 UNIX user account password. The
passphrase is the secret text that the user entered when they entered the
ssh- pubkeyngr command to create a public and private key pair. The
passphrase is used only by the client and server to exchange information
about the user.

Users are prompted for their passphrase when they enter a Secure Shell
command on a server that uses public key authentication. Users can
configure the server so that it does not repeatedly prompt for a user’s
passphrase during a session by running the Secure Shell agent and loading
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their private keys into the agent. When the agent is running, all key-related
operations are directed to the agent. The agent terminates when the user
logs out or stops the agent.

Follow these steps to run the agent:

Log in to the server.

Start the agent:

ssh-agent 2 $SHELL

The $SHELL environment variable identifies the user’s login shell.

Alternatively, users can automatically start the agent when logging in
to the server by adding the ssh- agent 2 $SHELL command to their
login file; for example, their . | ogi n file.

The agent invokes the specified shell as a child process, and the shell
prompt appears.

Load the private keys into the agent:
$ ssh-add2

The ssh- add2 command prompts the user for their passphrase.

3.3.3 Configuring Host-Based Authentication

Host-based authentication is an authentication method that is based on
system identification, not password or passphrase identification. Clients and
servers can only use host-based authentication if both systems are running
the UNIX operating system software.

Host-based authentication requires:

Users to have a file called . r host s or . shost s in their home directory
that includes a host name and fully qualified domain name entry for each
remote host from which they will access the local host. The . shost s is
read only by the Secure Shell server. If both files exist, the Secure Shell
server reads the . r host s first, then the . shost s file. If either of these
files allows access for a particular connection, a Secure Shell connection
is used, even if the other file forbids it.

Note

Secure Shell requires hosts to use a fully qualified domain
name.

The public host key files for the local host and the remote hosts with
which the local host communicates to be in the / et ¢/ ssh2/ knownhost s
directory on the local host.
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Because most communication between hosts is reciprocal and a host can be
a client and a server; follow these steps on all hosts that will communicate
by using host-based authentication:

1.

Set the value of the following keywords in the / et ¢/ ssh2/ sshd2_con-
fi g file as follows:

e Make sure that the value of the Al | owedAut henti cati ons
keyword includes host based, which it does by default. If there are
other entries, set host based as the first entry. For example:

Al | owedAut henti cati ons host based, password

e Make sure that the value of the | gnor eRhost s keyword is set to
no. For example:

I gnor eRhost s no

If you change the value of a keyword in the / et ¢/ ssh2/ sshd2_confi g
file, enter the following command to reset the sshd2 daemon:

#/sbin/init.d/ sshd reset

Set the value of the following keywords in the / et ¢/ ssh2/ ssh2_confi g
file or in a user’s $HOVE/ . ssh2/ ssh2_confi g file as follows:

e Make sure that the value of the Al | owedAut henti cati ons
keyword includes host based. If there are other entries, set
host based as the first entry. For example:

Al | owedAut henti cati ons host based, password

e Set the value of the Def aul t Domai n keyword to be the fully
qualified domain name for the local host. For example, if the fully
qualified domain name for the local host is col or. art. com enter:

Def aul t Donmai n color.art.com

The local host’s public host key must be available in the

/ et ¢/ ssh2/ knownhost s directory for other hosts to copy when using
host-based authentication. Enter the following command to create a
symbolic link to make the local host’s public host key available:

#ln -sf /etc/ssh2/ hostkey. pub \
/ et ¢/ ssh2/ knownhost s/ host nane. f qdn. ssh-dss. pub

The host nane is the name of the local host and the f qdn is the fully
qualified domain name for the local host. For example, if the local host
name is or ange and its fully qualified domain name is col or. art. com
link as or ange. col or. art.com ssh-dss. pub

In a TruCluster™ Server environment, the cluster alias public host key
must be available in the / et ¢/ ssh2/ knownhost s directory. Enter the
following command to create a symbolic link to make the cluster alias
public host key available:
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# In -sf /etc/ssh2/ hostkey. pub \
/ et ¢/ ssh2/ knownhost s/ cl uster _al i as. f gdn. ssh-dss. pub

The cl ust er _al i as is the name of the cluster alias and the f qdn is
the fully qualified domain name for the cluster alias.

For a host outside of a TruCluster Server environment to connect

to a host inside a TruCluster Server environment, copy the cluster
alias public host key file (/ et ¢/ ssh2/ host key. pub) to the

/ et c/ ssh2/ knownhost s directory on the host outside of the cluster.

Copy the public host key file (/ et ¢/ ssh2/ knownhost s/ host -

nane. f gdn. ssh- dss. pub) from each remote host with which the local
host communicates to the / et ¢/ ssh2/ knownhost s directory on the
local host.

The host nane is the name of the remote host and the f qdn is the fully
qualified domain name for the host. For example, if the host name is
gr een and its fully qualified domain name is col or. art. com copy as
green.col or.art.com ssh-dss. pub

In each user’s home directory that will use host-based authentication,
create a file called . r host s or . shost s and add to it an entry for the
local host and an entry for each remote host with which the local host
communicates. An entry includes the hostname followed by its fully
qualified domain name. For example, if the local hostname is or ange
and its fully qualified domain name is col or. art. com enter:

or ange. color.art.com

The user must be the owner of their . r host s or . shost s file in their
home directory. Use the chown command to set the user as the owner of
the . rhost s or . shost s file and to set the permissions to 600 (read
and write by owner only).

3.4 Managing the Server

This section describes how to:

Start, stop, restart, and reset the sshd2 daemon

Restrict users to their home directories

Create a public and private key

Forward TCP/IP and X11 data through an Secure Shell connection

3.4.1 Starting, Stopping, Restarting, and Resetting the sshd2
Daemon

By default, when the sshd2 daemon starts, it uses the configuration
information in the / et ¢/ ssh2/ sshd2_confi g file. When you start the
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sshd2 daemon, you can specify configuration options on the command
line. Command line configuration options override values in the

/ etc/ ssh2/ sshd2_confi g file and are effective only until the sshd2
daemon restarts. To permanently make a configuration change, edit the
/ etc/ ssh2/ sshd2_confi g file. See Section 3.1 for more information on
the / et ¢/ ssh2/ sshd2_confi g file.

To start the sshd2 daemon using the configuration information in the
/ etc/ ssh2/ sshd2_confi g file, enter:

#/sbin/init.d/ sshd start

To start the sshd2 daemon and change a value for a keyword in the
/ etc/ ssh2/ sshd2_confi g file, enter:

# / usr/sbin/sshd2 keyword val ue
To stop the sshd2 daemon, enter:
#/sbin/init.d/sshd stop

To restart the sshd2 daemon using the configuration information in the
/ etc/ ssh2/ sshd2_confi g file, enter:

#/sbin/init.d/sshd restart
To reset the sshd2 daemon, enter:
#/sbin/init.d/ sshd reset

3.4.2 Restricting Users to Home Directories

You use the ssh- chr oot ngr command to restrict users to their home
directory when they use ssh2 command or the sf t p2 command.

Follow these steps to restrict a user:

1.

As the root user, enter the ssh- chr oot mgr command with the name
of the users or groups who you want to restrict. Follow these steps to
restrict users:

# ssh-chr oot ngr username usernane user nane

Edit the / et ¢/ ssh2/ sshd2_confi g file and update the value of the
ChRoot User s entry to include the users (or the ChRoot Gr oups entry to
include the groups) specified in Step 1.

Reset the sshd2 daemon:
#/sbin/init.d/ sshd2 reset

Edit the / et ¢/ passwd file and configure / bi n/ ssh- durmy-shel | as
the shell for the users and the users in the groups specified in Step 1.

See ssh- chr oot ngr (1) and ssh- dunmy- shel | (1) for more information.
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3.4.3 Creating a Public and Private Host Key

A public host key and private host key are created with you install the
Secure Shell software. You only need to create a new public host key and
private host key if you want to change them.

Follow these steps to create a new public host key and private host key:

1. As the root user, stop the sshd2 daemon:
#/sbin/init.d/sshd stop

2. Create the host keys:
# ssh- keygen2 -P /etc/ssh2/ hostkey

3. Start the sshd2 daemon:
#/sbin/init.d/sshd start

Note

Users who have a copy of the server’s old public host key will

get a warning message when connecting to a server with a new
public host key. Users can delete the server’s old public host key
file from their host keys directory on the client. The first time a
client connects to the server, the user will be prompted to accept a
copy of the server’s new public host key.

3.4.4 Forwarding TCP/IP and X11 Data Through a Secure Shell
Connection

You can configure TCP/IP ports and X11 connections to forward data by
using a Secure Shell connection.

3.4.4.1 TCP/IP Port Forwarding

Forwarding, or tunneling, is a way to forward otherwise insecure TCP data
through a Secure Shell connection. For example, you can configure POP3,
SMTP, and HTTP connections to use a Secure Shell connection.

Follow these steps to configure TCP/IP port forwarding:

1. Set the value of the Al | owTcpFor war di ng keyword to yes in the
/ et c/ ssh2/ sshd2_confi g file, which is the default.

If you change the value of the Al | owTcpFor war di ng keyword, you
must enter the following command to reset the sshd2 daemon:

#/sbin/init.d/ sshd reset
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2. Configure the port to forward. There are two kinds of ports you can
forward:

¢ Local port forwarding (also known as outgoing tunnels)

Local port forwarding forwards data going to a local port to a
specified remote port. For example, entering the following command
forwards all data going to the specified | ocal _port on the local
system to the specified r enpt e_port on the remote system:

ssh2 -L local _port:renote:renote_port user@enote
¢ Remote port forwarding (also known as incoming tunnels)

Remote port forwarding forwards data going to a remote port to a
specified local port. For example, entering the following command
forwards all data going to the specified r enpt e_port on the remote
system to the specified | ocal _port on the local system:

ssh2 -R rempte_port:local:local _port user@enote

3.4.4.2 X11 Forwarding
Follow these steps to enable X11 forwarding:

1. Set the value of the For war dX11 keyword to yes in the
/ etc/ ssh2/ sshd2_confi g file, which is not the default.

If you change the value of the For war dX11 keyword, you must enter the
following command to reset the sshd2 daemon:

#/sbin/init.d/ sshd reset

2. Test the connection by logging in to the client and enter an X11
command. For example, to start the X clock program, enter:

xcl ock &

If the X clock window is displayed, X11 forwarding is working.

Note

You do not need to set the DI SPLAY variable on the client.
Doing so will disable encryption. (X connections forwarded
through Secure Shell use a special local display setting.)
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Using the Secure Shell Commands

This chapter describes how to use Secure Shell commands to:
e Copy files between clients and servers

¢ Login and execute commands on a server

Note

When a client connects to a server for the first time, the user

is prompted to accept a copy of the server’s public host key. If
the user accepts the key, a copy of the server’s public host key is
copied to the user’s host keys directory on the client. The client
uses this public host key to authenticate the server on subsequent
connects.

4.1 Copying Files

You can use the following Secure Shell command to copy files:
¢ The scp2 command

e The sftp2 command

4.1.1 Using the scp2 Command

You can use the scp2 or scp command on a client to copy files to and from
a server. The installation process creates a symbolic link from the scp
command executable to the scp2 command executable.

The scp2 command runs with normal user privileges. The basic syntax for
the scp2 command to copy from a local system to a remote system is:

scp2 /directory/file user@ystem/directory/file

The basic syntax for the scp2 command to copy from a remote system to a
remote system is:

scp2 user @ystem/directory/file user@ystem/directory/file

Relative paths can also be used; they are interpreted relative to the user’s
home directory.

See scp2(1) for more information about the scp command.
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4.1.2 Using the sftp2 Command

You can use the sft p2 command or the sft p command on a client to copy
files to and from a server. The installation process creates a symbolic link
from the sft p command executable to the sft p2 command executable.

The sf t p2 command functions like the ft p command, but does not use the
ft p daemon or the ft p client for its connections. The sft p2 command
runs with normal user privileges.

The basic syntax for the sft p2 command is:

sftp2 [options] hostnane

You can also use the scp syntax with the sft p2 command. See sft p2(1)
for more information about the sft p2 command.

4.2 Logging In and Executing Commands on a Server

You can use the ssh2 command or the ssh command on the client to securely
log in and execute commands on a server. The installation process creates

a symbolic link from the ssh command executable to the ssh2 command
executable.

The basic syntax for the ssh2 command is:
ssh2 [options] server_nanme [conmand]

When a user successfully logs in to a server, the sshd2 daemon:

1. Changes to run with user privileges.
2. Sets up a basic environment.

3. Changes to the user’s home directory.
4.

Runs the user’s shell.

See ssh2(1) for more information about the ssh2 command.
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