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About This Manual

This manual describes how to install, configure, and use the Secure Shell
server and client software on a system running the Tru64 UNIX operating

system software.

Audience

This manual is intended for anyone who is responsible for installing and
configuring the Secure Shell server and client software on a system running
the Tru64 UNIX operating system software.

Organization

The manual is organized as follows:

Chapter 1

Chapter 2
Chapter 3
Chapter 4

Chapter 5

Provides an overview of Secure Shell software.

Describes how to install the Secure Shell software.
Describes how to configure the Secure Shell software.

Describes how to manage and troubleshoot the
Secure Shell software.

Describes how to use Secure Shell commands.

New and Changed Secure Shell Software Features

The following list identifies new and changed features in Secure Shell

Version 3.2:

e The use of certificates, Kerberos, and keyboard-interactive for user
authentication. Certificates are used with public key authentication. See
Section 3.6 for more information on user authentication.

¢ The use of subconfiguration files to specify customized configuration
options for a specific user or host. See Section 3.1.2 for more information.

e The ability to enclose a server’s public host key in a certificate. See
Section 3.7 for more information.

e The ability to verify keywords in the configuration file. See Section 3.4
for more information.
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¢ Support for the international languages that the Tru64 UNIX operating
system software supports. See | 18n_i nt r o(5) for more information
about the supported international languages.

e  Support for Internet Protocol Version 6 (IPv6).

¢ Troubleshooting information included in Section 4.2.

Reader's Comments

HP welcomes any comments and suggestions you have on this and other
Tru64 UNIX manuals.

You can send your comments in the following ways:
e Fax: 603-884-0120 Attn: UBPG Publications, ZKO3-3/Y32
¢ Internet electronic mail: r eaders_conmment @k3. dec. com

A Reader’s Comment form is located on your system in the following
location:

/usr/doc/ readers_coment .t xt

Please include the following information along with your comments:

e The full title of the manual and the order number. (The order number
appears on the title page of printed and PDF versions of a manual.)

¢ The section numbers and page numbers of the information on which
you are commenting.

e The version of Tru64 UNIX that you are using.
e Ifknown, the type of processor that is running the Tru64 UNIX software.

The Tru64 UNIX Publications group cannot respond to system problems or
technical support inquiries. Please address technical questions to your local
system vendor or to the appropriate HP technical support office. Information
provided with the software media explains how to send problem reports to
HP.

Conventions
This manual uses the following typographical conventions:

\ A backslash at the end of a line in an example
indicates continuation.

# A number sign represents the system prompt when you are
logged in to a Tru64 UNIX system using the root user account.

net stop Bold courier type indicates user input.
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>>>

file

—_— —
[S—

cat(1)

[Ctrl/x]

The console subsystem prompt is three right angle brackets.

ITtalic (slanted) type indicates variable values, placeholders,
and function argument names.

In syntax definitions, brackets indicate items that are
optional and braces indicate items that are required.
Vertical bars separating items inside brackets or braces
indicate that you choose one item from among those listed.

In syntax definitions, a horizontal ellipsis indicates that the
preceding item can be repeated one or more times.

A cross-reference to a reference page includes the
appropriate section number in parentheses. For example,
cat(1) indicates that you can find information on the cat
command in Section 1 of the reference pages.

This symbol indicates that you hold down the first
named key while pressing the key or mouse button that
follows the slash. In examples, this key combination is
enclosed in a box (for example, [Ctrl/C] ).
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1

Secure Shell Overview

The Secure Shell software is client and server software that provides a
suite of secure network commands you can use in addition to or in place
of traditional nonsecure network commands. Table 1-1 describes the
traditional nonsecure network commands and the equivalent Secure Shell
commands.

Table 1-1: Traditional Nonsecure Network Commands and Secure Shell

Commands

Task Traditional Nonsecure  Secure Shell Command
Network Command

Execute commands on a rsh ssh2

remote system

Log in to a remote system rl oginortel net ssh2

Transfer files between systems rcpor ftp scp2 or sftp2

The Secure Shell commands create a secure connection between systems
running the Secure Shell server and client software by providing:

Authentication

Secure Shell servers and clients use an authentication method to reliably
determine each other’s identity, then the user’s identity.

Data encryption

Secure Shell servers and clients exchange encrypted data. Data
encryption is transparent to users.

Data integrity

Secure Shell servers and clients detect whether or not data was
intercepted and modified while in transit.

Nonrepudiation

Secure Shell servers and clients can prove the origin of data so that a
user or entity cannot deny having performed a particular action related
to data or proof of ownership.

This chapter describes:

The Secure Shell server
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e The Secure Shell client
e Secure Shell server and client authentication
e Secure Shell user authentication

e Secure Shell server and client communication

1.1 The Secure Shell Server

A Secure Shell server is a system on which the Secure Shell server software
is installed and the Secure Shell sshd2 daemon is started. The Secure Shell
software includes the Secure Shell server software that runs on a system
running the Tru64 UNIX Version 5.1 or higher operating system software.

The remainder of this manual refers to a Secure Shell server as server.

1.2 The Secure Shell Client

A Secure Shell client is a system on which the Secure Shell client software
is installed. The Secure Shell software includes the Secure Shell client
software that runs on a system running the Tru64 UNIX Version 5.1 or
higher operating system software.

The Secure Shell client software provides the Secure Shell scp2, sft p2, and
ssh2 commands and other Secure Shell commands to manage the Secure
Shell client software. Optionally, on a Secure Shell client you can configure
thersh, rl ogi n, and r cp commands and applications that use the r cnd( )
function to automatically use a Secure Shell connection. See Section 3.5

for more information.

The remainder of this manual refers to a Secure Shell client as client.

1.3 Secure Shell Server and Client Authentication

When the server starts, the sshd2 daemon listens on port 22 (by default) for
a client to initiate a socket connection. When a client connects, the sshd2
daemon starts a child process. The child process initiates a public host key
exchange between the server and client. The public host key exchange

is a process in which the server and client exchange public host keys to
authenticate their identities to each other.

When you install the Secure Shell server software, a public host key

(/ et c/ ssh2/ host key. pub) and private host key (/ et ¢/ ssh2/ host key)
is created using the Digital Signature Algorithm (DSA). By default, this
key pair is used for server authentication; however, you can use the

ssh- keygen2 command to also create a key pair using the Rivest, Shamir,
and Adleman (RSA) algorithm. The host key pairs are stored in memory
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when the sshd2 daemon starts and either one can authenticate the server.
See ssh- keygen2(1) for information on creating host keys.

The first time a client connects to a server, the user is (by default) prompted
to accept a copy of the server’s public host key. If the user accepts the key,
the server’s public host key is copied to the user’s host keys directory

on the client. The client uses this public host key to authenticate the
server on subsequent connections. You can also copy the server’s public
host key in advance to the user’s host keys directory on the client as
key_port_servernane. pub. For example, if the server name is orange,
copy its public host key as key_22_or ange. pub.

When using certificate authentication, the client and server enclose the
public host key in a certificate. The client and server verify that the received
certificate contains a fully qualified domain name and is valid. The client
and server validate a certificate by using the Online Certificate Status
Protocol (OCSP) or a Certificate Revocation List (CRL).

1.4 Secure Shell User Authentication

After the client and server authenticate each other, the child process
attempts to authenticate the user. The user must have a valid user account
and home directory on the server. If the child process fails to authenticate
the user, it will refuse the connection. Secure Shell supports the following
user authentication methods:

e Password

e Public key and certificates
e Kerberos

e Host-based

See Section 3.6 for more information about user authentication.

1.5 Secure Shell Server and Client Communication

After the child process authenticates the user’s identity, a Secure Shell
connection is established between the client and server. All data exchanged
as a result of a Secure Shell command execution will use the connection and
will be encrypted. Secure Shell uses ciphers to encrypt data. Some of the
supported ciphers are 3des, bl owf i sh, ar cf our, twofi sh, and cast. The
client and server must use the same cipher.

When the connection is terminated, the child process started by the sshd2
daemon terminates.
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2

Installing the Secure Shell Software

The way in which you install the Secure Shell software depends on the
version of Tru64 UNIX that you are running:

If you are running Tru64 UNIX Version 5.1B, you install the Secure
Shell software by installing the ssh 3. 2 patch in Patch Kit 1 for Tru64
UNIX Version 5.1B. See the Patch Kit 1 for Tru64 UNIX Version 5.1B
installation instructions for information on installing the patch.

If you are running Tru64 UNIX Version 5.1 or 5.1A, install the Secure
Shell Version 3.2 software as described in this chapter.

This chapter describes:

How to download the Secure Shell software

How to upgrade the Secure Shell software

How to install the Secure Shell software

How to install and view the Secure Shell documentation
How to start the server

How to remove the Secure Shell software

How to remove the Secure Shell documentation

2.1 Downloading the Secure Shell Software

The Secure Shell software is in a compressed tar file called sshv32. tar. gz
that you must download. The tar file contains:

Read me files.

A tar file called ssh_v32_1866. t ar. gz that contains the Secure Shell
software subsets.

A tar file called ssh_v32_docs. t ar. gz that contains the Secure Shell
documentation library.

To download the Secure Shell software:

1.

2.

Create a directory called / usr/ shar e/ docl i b/ ssh and change to
that directory.

Using a Web browser, go to:
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http://ww. tru64uni X. conpaq. conf uni x/ security-internet. htmn

3. Select to download the Secure Shell software kit and follow the
instructions on the screen.

2.2 Upgrading the Secure Shell Software

To upgrade to the Secure Shell Version 3.2 software, you must first remove
the installed Secure Shell software, then install the Secure Shell Version
3.2 software.

To remove the Secure Shell Version 1.0 software:
# /usr/sbin/setld -d SSHBASE100 SSHDOC100
To remove the Secure Shell Version 1.1 software:

# /usr/sbin/setld -d SSHBASE110 SSHDOC110

2.3 Installing the Secure Shell Software

2-2

Installing the Secure Shell software:
e Creates the / et ¢/ ssh2 directory.
e (Creates a public and private host key for the server.

e Modifies the / et ¢/ servi ces file and the / et ¢/ cl ua_servi ces file
in a TruCluster Server environment to reserve port 22 for the sshd2
daemon.

e Symbolically links the / et ¢/ ssh2/ knownhost s directory to the
/ var/ ssh2/ knownhost s directory.

To install the Secure Shell software:
1. Change to the directory where you downloaded the Secure Shell
software.

2. Uncompress and extract the contents of the downloaded Secure Shell
tar file:

#gunzip -c sshv32.tar.gz | tar -xvf -
3. Uncompress and extract the Secure Shell subsets:
#gunzip -c ssh_v32 1866.tar.gz | tar -xvf -
4. Install the Secure Shell subsets:
#setld -1 ./kit SSHBASE320 SSHDOC320
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2.4 Installing and Viewing the Secure Shell Documentation
To install the Secure Shell documentation:

1. Change to the directory where you downloaded the Secure Shell
software.

2.  Uncompress and extract the contents of the Secure Shell documentation
tar file:

#gunzip -c ssh_v32 docs.tar.gz | tar -xvf -

To view the documentation, open the / usr/ shar e/ do-
cl i b/ ssh/ DOCS/ HTM./ LI BRARY. HTMfile in a Web browser.

2.5 Starting the Server Software

After you install the Secure Shell software, you must start the sshd2
daemon to start the server. When the sshd2 daemon starts, it uses the
values assigned to keywords in the / et ¢/ ssh2/ sshd2_confi g file to
configure how the server responds to clients.

Review the keywords in the sshd2_conf i g file before starting the sshd2
daemon. See Section 3.1 and sshd2_conf i g(4) for more information about
the sshd2_confi g file.

To start the sshd2 daemon:
#/sbin/init.d/ sshd start

In a TruCluster Server environment, you must start the sshd2 daemon on
each cluster member on which you want the sshd2 daemon to run.

The sshd2 daemon will automatically start when the system boots.

2.6 Removing the Secure Shell Software

To remove the Secure Shell software:
#setld -d SSHBASE320 SSHDOC320

The Secure Shell directories and software subsets are left in place.

2.7 Removing the Secure Shell Documentation

To remove the Secure Shell documentation:

#rm-rf /usr/sharel/doclib/ssh/ DOCS
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3

Configuring the Secure Shell Software

You configure how servers and clients communicate by setting values to
keywords in the / et ¢/ ssh2/ sshd2_confi g file for the server and in the
/ etc/ ssh2/ ssh2_confi g file for the client.

The / et ¢/ ssh2/ sshd2_conf i g file and the / et ¢/ ssh2/ ssh2_confi g file
contain keyword-value pairs, one per line. Keywords are assigned default
values, which you can change. Keywords are case insensitive. Empty lines
and lines starting with a number sign ( # ) are ignored as comments.

This chapter describes:

e How to configure the server

e How to configure the client

¢ How to upgrade configuration files

e How to verify configuration files

¢ How to configure network commands to use Secure Shell
e How to configure user authentication

¢ How to configure public host keys in certificates

3.1 Configuring the Server

The / et ¢/ ssh2/ sshd2_confi g file (or the file specified with the sshd2

-f command) is the main server configuration file that contains values

for keywords that the sshd2 daemon reads when it starts and that the
server uses for all clients (users and hosts). In addition, you can use a
subconfiguration file to specify customized values for keywords that the
server uses for a specific user or host. For example, you can specify different
authentication methods for different users and different banner messages
for users logging in from certain hosts.

3.1.1 Modifying the Main Server Configuration File

The / et ¢/ ssh2/ sshd2_confi g file contains values for keywords that the
server uses for all clients with which it communicates.

You can override the values for a keyword in the sshd2_confi g file by
entering the keyword and value on the command line when you start the
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sshd2 daemon; however, values set this way are reset to the value in the
/ etc/ ssh2/ sshd2_confi g file when the sshd2 daemon restarts.

If you modify the sshd2_confi g file while the sshd2 daemon is running,
you must reset the sshd2 daemon to implement the change. Changes
made this way apply only to new client connections. See Section 4.1.1 for
information on resetting the sshd2 daemon.

Example 3-1 is a sample / et ¢/ ssh2/ sshd2_confi g file. See
sshd2_confi g4) for a description of each keyword in the sshd2_confi g
file.

Example 3—-1: Sample sshd2_config File

## SSH CONFI GURATI ON FI LE FORMAT VERSION 1.1
## REGEX- SYNTAX egrep

## end of nmetaconfig

## (|l eave above lines intact!)

## sshd2_config

## SSH 3.2 Server Configuration File

#t

## Cener al

# Host KeyFil e host key

# Publ i cHost KeyFil e hostkey. pub

# RandonteedFil e random seed

# Banner MessageFil e /etc/ssh2/ssh_banner_nessage
# Banner MessageFile /etc/issue. net
#

# Ver boseMode no

# Qui et Mode no

# SyslogFacility AUTH

# SyslogFacility LOCAL7

# SftpSyslogFacility LOCAL7

## Net wor k

# Port is not commented out, it is needed by the exanple startup
# scripts. Well, the default won't |ikely change.
Port 22
Li st enAddr ess any

Resol ved i ent Host Nane  yes

Requi r eRever seMappi ng no

MaxBr oadcast sPer Second 0

MaxBr oadcast sPer Second 1

NoDel ay no

KeepAl i ve yes

MaxConnect i ons 50

MaxConnect i ons 0

HoHHH R HHH
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Example 3—-1: Sample sshd2_config File (cont.)

# 0 == nunber of connections not linited

## Crypto

# Ci phers AnyCi pher

# Ci phers Any St dCi pher

# Ci phers 3des

# Fol | owi ng incl udes "none" ’cipher’:

# Ci phers AnyStd

#

# MACs AnyMAC

# MACs Any St dMAC

# Fol | owi ng incl udes "none" 'nmac’:

# MACs AnyStd

#

# Rekeyl nt erval Seconds 3600

## User

# PrintMtd yes

# CheckMai | yes

# StrictMdes yes

# Specifies 1 hour (you can also use 'w for week, 'd for day, 'm
# for mnute, 's’ for seconds)

# 1dl eTi meQut 1h

# wi thout specifier, the default number is in seconds

# 1 dl eTi meCut 3600

#

# UserConfigDirectory "%/ .ssh2"

# UserConfigDirectory "/etc/ssh2/auth/%J)

# Aut horizationFile authorization

# This variable is set here because by default it’'s enpty and no
# vari abl es can be set. Because of that, we set a few commopn ones here.

Set t abl eEnvi ronnent Vars LANG, LC_( ALL| COLLATE| CTYPE| MONETARY| NUMERI C
| TI ME) , PATH, TERM TZ

## Tunnel i ng

HOHH R HHHHH

Al | owX11Forwardi ng yes

Al | owTcpForwardi ng yes

Al | owTcpForwar di ngFor Users sj |, cowboyneal @l ashdot\. org
DenyTcpForwar di ngForUsers 2[[:digit:]]*4, peelo

Al | owTcpForwar di ngFor Groups privil eged_tcp_forwarders
DenyTcpFor war di ngFor G- oups comi ng_f rom out si de

Local port forwardings to host 10.1.0.25 ports 143 and 25 are
allowed for all users in group users.
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Example 3—-1: Sample sshd2_config File (cont.)

# Note that forwardings using the nane of this host will be allowed
# (if it can be resolved fromthe DNS).

#

# Forwar dACL all ow | ocal .*%users \i10\.1\.0\.25% 143| 25)

#

# Local port forwardings requested exactly to host proxy.conpany.com
# port 8080 are allowed for users that have 's’ as first character
# and belong to the group with group id 10:

#

# Forwar dACL all ow | ocal s.*%0 proxy\.conpany\.con¥8080

#

# Rermote port forwarding is denied for all users to all hosts:

# Forwar dACL deny renote .* .*

## Aut henti cation
## host based, publickey and password are allowed by default

# Al |l onedAut henti cations publickey, password
# Al |l onedAut henti cati ons hostbased, publ i ckey, password
Al | owedAut henti cati ons host based, publ i ckey, password
Requi r edAut henti cati ons publickey, password
Logi nGr aceTi e 600
Aut hl nteracti veFai | ureTi meout 2

Host basedAut hFor ced i ent Host naneDNSMat ch no
User KnownHost s yes

Aut hPubl i cKey. MaxSi ze 0
Aut hPubl i cKey. M nSi ze 0
Al | owAgent Forwardi ng yes

Aut hKbdl nt. NunOptional O

Aut hKbdl nt. Opti onal pam password
Aut hKbdl nt. Requi red password

Aut hKbdl nt. Retries 3

HHHFHFHFHFHFEHFHEHHEHFHHFHRHHE

Per m t Enpt yPasswords no
Passwor dGuesses 1

## Host restrictions

# Al onHost s | ocal host, foobar.com friendly.org

#

## Next one matches with, for exanple, taulu.foobar.com tuoli.com
## but not tuolil.com Note that you have to input string "\." when
## you want it to match only a literal dot. You also have to escape
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Example 3—-1: Sample sshd2_config File (cont.)

## "," when you want to use it in the pattern, because otherwi se it
## is considered a |list separator.

#t

## Al lowHosts t..l.\..*

#t

## The fol |l owi ng matches any nunerical |P-address

#t

#t Al lowHosts ([[:digit:]]1{1\,3}\.){3}[[:digit:]]{1\,3}

#t

## Same thing is achieved with using the special prefix "\i" in a

## pattern. This means that the pattern is only used to match
## | P- addr esses.

#t

## Using the above exanpl e:
#t

## Al owHosts \i.*

#t

## You can probably see the difference between the two.
#t
## Al so, you can use subnet nasks, by using prefix "\nf
#t

#t Al l owHosts \nml27.0/8

## and

#t Al l owHosts \nml27.0.0.0/ 24

#t

## woul d match | ocal host ("127.0.0.1").
#t

# DenyHost s evil\.org, aol\.com
# Al | owSHost s trusted\. host\.org
# DenySHost s not\.quite\.trusted\.org
I gnor eRhost s no
# | gnoreRoot RHosts no
# (if not set, the above defaults to the value of |gnoreRHosts)

## User restrictions

# Al |l owlsers sj.*,s[[:digit:]]*,s(jl]|anea)
# DenyUsers skuuppa, war ezdude, 31373

# DenyUsers don@ntrusted\.org

# Al | owG oups staff, users

# DenyG oups guest, anonynous

# Perm t Root Logi n yes

# Perm t Root Logi n nopwd

## Chrooted environnent
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Example 3—-1: Sample sshd2_config File (cont.)

# ChRoot User s anonynmous, ft p, guest
# ChRoot G oups sftp, guest

## SSH1 conpatibility

# SshlConpatibility no

# SshdlPat h <set by configure by default>

#

# This is given as argunent to sshdl with "-f" if sshd2 is invoked
#with "-f", otherwi se the default configuration for sshdl is used.
# SshdlConfigFile /etc/sshd_config_alternate

## subsystem definitions

# Subsystens don’'t have defaults, so this is needed here.

subsystem sftp sftp-server
# Also internal sftp-server subsystem can be used.
# subsystemsftp internal ://sftp-server

## Subconfiguration

# There are no default subconfiguration files. When specified the
# | ast obtai ned keyword value will prevail. Note that the host

# specific files are read before the user specific files.

Fol | owi ng mat ches (fron) any host

Host Speci ficConfig .* /etc/ssh2/subconfi g/ host_ext. ex

Fol | owi ng mat ches to subnet mask:

Host Speci fi cConfig \nl92. 168. 0. 0/ 16 /et c/ssh2/ subconfi g/ host _int. ex

Fol | owi ng matches to users from ssh.comthat have two character |ong
usernane or is sjl and belong to group wheel or wheel [0-9]

User SpecificConfig (..|sjl)%heel [[:digit:]]?@&sh\.com\
/ et c/ ssh2/ subconfi g/ user. ex

Fol | owi ng mat ches to the user anonynmous from any host

HHEHFHFHFHFHFHHFHHHFHFHHH

User Speci fi cConfi g anonymous@* /etc/ssh2/subconfi g/ anonynous. ex
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3.1.2 Subconfiguration Files

You can use a subconfiguration file to specify customized values for keywords
that the server uses for a specific user or host. There are two types of
subconfiguration files:

e user-specific

Used when the client provides the server with a user name and that user
name is defined in the value of the User Speci fi cConfi g keyword
in the sshd2_confi g file.

¢ host-specific

Used when the requesting client name is defined in the value of the
Host Speci fi cConfi g keyword in the sshd2_confi g file.

A subconfiguration file has the same basic format as the sshd2_confi g file
and can contain most of the same keywords used in the sshd2_confi g file.
Keywords defined in a subconfiguration file will either overwrite or amend
the values set in the sshd2_conf i g file, depending on which keyword

it is. For example, setting that value for the C pher s keyword in the
subconfiguration file will overwrite the current value in the sshd2_confi g
file, but setting the value of the Al | owUser s keyword will amend the
current value.

Table 3—1 identifies the keyword values that are amended when defined in
a subconfiguration file. Table 3-2 identifies the keyword values that are
overwritten when defined in a subconfiguration file.

Unlike the sshd2_confi g file, a subconfiguration file can have
configuration blocks, or stanzas, and it is not necessary to restart the server
daemon if you modify a subconfiguration file.

You can specify more than one subconfiguration file, in which case the files
are read in the order specified in the sshd2_confi g file. Host-specific
subconfiguration files are read before the user-specific subconfiguration
files. If parsing of a subconfiguration files fails, the server terminates the
connection for the host-specific subconfiguration or denies access for the
user-specific subconfiguration.

Table 3—1: Amended Keyword Values

Al | owedAut hent i - Al | owGr oups Al | owShost s

cati ons

Al | owTcpForwardi ng Al | owTcpFor war d- Al | owTcpFor war di ng-
i ngFor G oups For User s

Al | owUser s Aut hKbdl nt . Pl ugi n Aut hKbdl nt . Requi r ed

Chr oot G oups Chr oot User s DenyG oups
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Table 3—1: Amended Keyword Values (cont.)

DenyShost s

DenyUsers

DenyTcpFor war di ng-
For G oups

Set t abl eEnvi r on-
ment Var s

DenyTcpFor war di ng-
For User s

Table 3—2: Overwritten Keyword Values

Aut hl nteractive-
Fai | ur eTi neout

Aut hKbdl nt . Retri es

Aut hPubl i cKey. M n-
Si ze

Ci phers

For war dACL

Host basedAut h-
For ced i ent Host -
nanmeDNSMat ch

I gnor eRoot Rhost s
PasswdPat h

Per mi t Enpt yPass-
wor ds

Rekeyl nt er val Sec-
onds

Sft pSysLogFacility
Sshd1lPat h

Aut hKbdI nt . NunmOp-
ti onal

Aut hori zationFile

Banner MessageFi | e

Ext er nal Aut hori za-
ti onProgram

For war dAgent

| dl eTi meout

Logi nGr aceTi e
Passwor dGuesses

Pri nt MOTD

Requi r edAut hen-
tications

SSH1Conpatibility
Strict Mbdes

Aut hKbdl nt . Opt i onal

Aut hPubl i cKey. MaxSi ze

CheckMai |
Fasci st Loggi ng
Forwar dX11

I gnor eRhost s

MACs
Per m t Root Logi n
Qui et Mode

Secur | dGuesses

Sshd1ConfigFil e
SysLogFacility

User Confi gDirectory User KnownHost s Ver boseMbde

3.1.2.1 Host-Specific Subconfiguration

The Host Speci fi cConfi g keyword in the sshd2_conf i g file specifies
the name of the client for which the subconfiguration file is used and the
name of the subconfiguration file. The syntax for the Host Speci fi cConfig
keyword is:

Host Speci fi cConfig clientnane subconfig-file

cl i ent nane is the client host name and must match a client name
defined in the Al | owHost s keyword in the sshd2_confi g file.
subconfi g-fil e is the name of the subconfiguration file

Example 3-2 is a sample host-specific subconfiguration file.
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Example 3—-2: Sample Host-Specific Subconfiguration File

## SSH CONFI GURATI ON FI LE FORMAT VERSION 1.1

## REGEX- SYNTAX egrep

## end of metaconfig

## (|l eave above lines intact!)

## subconfi g/ host _ext.exanpl e

## SSH 3.2 Server Configuration File - Host Specific

## exanpl e subconfiguration file for all hosts, nmeant to be conbined with
## user specific subconfiguration

Al | owedAut henti cati ons publ i ckey

Al | owGr oups anonynous, sftp, adm n

#Banner MessageFi | e / etc/ ssh2/al t ernat e_nessage

Chr oot G oups anonynous, sftp

For war dACL deny renote .* . *

#For war dACL allow local .*%ftp inmap\.conpany\.con?d43
#For war dACL allow local .*%ftp sntp\.conpany\.cont25

#User Confi gDirectory / et c/ ssh2/ aut h/ %J

Per m t Root Logi n nopwd
subsystem sftp internal ://sftp-server
#

3.1.2.2 User-Specific Subconfiguration

The User Speci fi cConfi g keyword in the sshd2_conf i g file specifies
the name of the user for which the subconfiguration file is used and the
name of the subconfiguration file. The syntax for the User Speci fi cConfig
keyword is:

User Speci ficConfig user[%group] [ @l i ent nane] subconfig-file

user is the user name or user ID (UID).

gr oup is the user’s group name or group ID (GID).

cl i ent nane is the client host name and must match a client name
defined in the Al | owHost s keyword in the sshd2_confi g file.
subconfi g-fil e is the name of the subconfiguration file.

The following entry would match any user (as specified by the wildcard *
symbol) in the sf t p group connecting from conpany. com
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*Usft p@onpany. com
Example 3-3 is a sample user-specific subconfiguration file.

Example 3-3: Sample User-Specific Subconfiguration File

## SSH CONFI GURATI ON FI LE FORMAT VERSION 1.1

## REGEX- SYNTAX egrep

## end of nmetaconfig

## (|l eave above lines intact!)

## subconfi g/ user. exanpl e

## SSH 3.2 Server Configuration File - User Specific
##

## exanple configuration file for blocks (stanzas) that can be used
## in subconfiguration files.

# Common

#Requi r edAut henti cati ons publ i ckey, keyboard-i nteractive
Aut hPubl i cKey. M nSi ze 2048

#Aut hKbdl nt . Opti onal pam securi d, pl ugi n, password
#Aut hKbdl nt . NumOpt i onal 2

# Apply to users st and sjl only

(st]sjl):

#SysLogFacility LOCAL7

# Apply to all users in group wheel 2

. *Owheel 2:

#SysLogFacility LOCAL4

3.1.3 Checking Server Configuration Files

You can use the sshd- check- conf command to check how the sshd2
daemon will respond to an incoming request from a specific user or host
based on the values assigned to the keywords listed in Table 3-3.

The basic syntax for the sshd- check- conf command is:
# sshd-check-conf [-f config_file] [[user@ host ...]

For example, to check the configuration for a user named pet e on a host
called cli ent1. com

# sshd-check-conf -f /etc/ssh2/sshd2_config pete@lientl.com
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You can specify either a host name or IP address for host . If host is a valid
IP address, it is queried from a Domain Name Service (DNS). Otherwise, it
is interpreted as a host name, and its corresponding IP address is queried
from DNS.

You can specify multiple patterns on the command line. If you do not
specify a pattern, the sshd- check- conf command uses interactive mode
and you are prompted to enter patterns one at a time, which the server
checks. You can enter the dunp command in interactive mode to display the
configuration (with subconfigurations amended) for the previous pattern
given. See sshd- check- conf (8) for more information.

Table 3—3: Verifiable Configuration Keywords

Al | owGr oups Al | owHost s Al | owSHost s

Al | owTcpFor war di ng- Al | owTcpFor war di ng- Al | owUser s

For G oups For User s

Chr oot G oups Chr oot User s DenyG oups

DenyHost s DenySHost s DenyTcpFor war di ng-
For User s

DenyTcpFor war di ng- DenyUser s

For G oups

3.2 Configuring the Client

The / et ¢/ ssh2/ ssh2_confi g file contains configuration keywords and
values that the client software reads when it starts. Each user can also have
a $HOVE/ . ssh2/ ssh2_confi g file, where $HOVE is the name of the user’s
home directory. The / et ¢/ ssh2/ ssh2_conf i g file is read first, then the
user’s file is read. The last obtained value for a keyword is used, except for
the Enf or ceSecur eRut i | s keyword. See Section 3.5 for more information
about the Enf or ceSecur eRuti | s keyword.

Example 3—4 is a sample / et ¢/ ssh2/ ssh2_confi g file. See
ssh2_confi g(4) for a description of each keyword in the ssh2_confi g file.

Example 3—4: Sample ssh2_config File

## SSH CONFI GURATI ON FI LE FORMAT VERSION 1.1
## REGEX- SYNTAX egrep

## end of metaconfig

## (|l eave above lines intact!)

## ssh2_config

## SSH 3.2 Cient Configuration File

##

## The ".*" is used for all hosts, but you can use other hosts as
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Example 3—4: Sample ssh2_config File (cont.)

## wel |l . See exanples at the end of the file.
* .

## COVPAQ Tru64 UNI X specific

Enf orceSecureRutils: Secure the r* utilities (no, yes)

When using this option hostbased authentication nust be enabl ed
on the server. The use of this option affects Sysnman, RIS, and
any other script or utility which nakes use of rsh, rcp, rlogin,
or uses rcnd(). Please consult the SSH Admin Guide to |earn nore
about its use.

HHHHHH

Enf orceSecureRutil s no
## Cener al

Ver boseMode no
Qui et Mode no
Dont ReadSt di n no
Bat chMode no
Conpr essi on no
For cePTTYAl | ocation no
GoBackgr ound no
EscapeChar ~
Passwor dPr onpt "WJ@M s password: "
Passwor dPr onpt "0J s password: "
Aut henti cati onSuccessMsg yes
Set Renot eEnv FOOBAR=baz

HOHHH R HHHHHHFHR

## Net wor k

# Port 22

# NoDel ay no

# KeepAlive yes

# SocksServer socks://myl ogi n@ocks. ssh. com 1080/ 203. 123. 0. 0/
# 16,198.74.23.0/24

# UseSocks5 no

## Crypto

# Ci phers Any St dCi pher

# MACs Any St dMAC

# Strict Host KeyChecki ng ask
# Rekeyl nt erval Seconds 3600

## User public key authentication
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Example 3—4: Sample ssh2_config File (cont.)

# ldentityFile identification
# RandonteedFil e random seed

## Tunnel i ng

# CGatewayPorts no

# Forwar dAgent yes

# Forwar dX11 yes

# Trust X11Applications no

# Xaut hPat h <set by configure by default>

# Tunnel s that are set up upon |ogin

#

# Local Forward "110: pop3. conmpany. com 110"
# Local Forward "143: i map. company. com 143"
# Local Forward "25: smt p. conpany. com 25"

# Renot eFor war d "3000: | ocal host: 22"

## SSH1 Conpatibility

Sshll nternal Emul ati on yes
SshlConpatibility no

Ssh1lAgent Conpatibility none
Ssh1lAgent Conpatibility traditional
Ssh1lAgent Conpatibility ssh2
SshilPat h /usr/local/bin/sshl
SshlMaskPasswor dLength yes

HoH O H R HH

## Aut henti cation
## host based, publickey, and password are all owed by default
## Least interactive nethod should be usually attenpted first.

# Al |l onedAut henti cations publickey, keyboard-interactive, password
Al | owedAut henti cations hostbased, publ i ckey, password
# For ssh-signer2 (only effective if set in the gl obal

# configuration file, usually /etc/ssh2/ssh2_config)

# Def aul t Domai n f oobar. com
# SshSi gner Pat h ssh-signer2

## Exanpl es of per host configurations

#al pha. *:
# Host al pha. oof . fi
# User user nane_at _al pha
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Example 3—4: Sample ssh2_config File (cont.)

# Passwor dPr onpt "04J: s password at %
# Ci phers aes

#f oobar :

# Host
# User

f 00. bar
foo_user

3.3 Upgrading Configuration Files

Upgrading from a previous version of the Secure Shell software does not
overwrite the previous server configuration file (sshd2_confi g) or client
configuration file (ssh2_confi g). The values for keywords remain the same
in these configuration files whether you changed them or used the default
values. Therefore, to upgrade the configuration files to include the new
keywords in the current version, you must do one of the following:

If you did not change any default values for keywords in the previous
configuration files, you can make the new template files the configuration
files. The recommended procedure:

1.

Make a backup copy of the existing configuration files; for example:

# cp /etc/ssh2/sshd2_config /etc/ssh2/sshd2_config-2.4.1
# cp /etc/ssh2/ssh2_config /etc/ssh2/ssh2_config-2.4.1

Make the new template files the configuration files; for example:

# cp /etc/ssh2/sshd2_config.tenplate /etc/ssh2/sshd2_config
# cp /etc/ssh2/ssh2_config.tenmplate /etc/ssh2/ssh2_config

If you did change any default values for keywords in the previous
configuration files, you must merge the changes into the new
configuration files. The recommended procedure:

1.

Document the changes that you made to the existing configuration
files.

Make a backup copy of the existing configuration files; for example:

# cp /etc/ssh2/sshd2_config /etc/ssh2/sshd2_config-2.4.1
# cp /etc/ssh2/ssh2_config /etc/ssh2/ssh2_config-2.4.1

Make the new template files the configuration files; for example:
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# cp /etc/ssh2/sshd2_config.tenplate /etc/ssh2/sshd2_config
# cp /etc/ssh2/ssh2_config.tenmplate /etc/ssh2/ssh2_config

4. Edit the configuration files to include the changes from Step 1.

3.3.1 Determining Configuration File Version

A configuration file can begin with metaconfiguration information that
provides the configuration file version. The following line at the beginning
of a configuration file interprets the version. If this line is not found, the
version is 1.0.

#.*VERSI ON[ \t\f]+[0-9]+ [0-9] +

The version string can be followed by one or more metaconfiguration
parameters. The lines must start with the pound sign (#) and must match
the following egr ep style r egex. Parsing of metaconfiguration information
stops with the first unrecognized line.

B # \t]+[A-Z0-9] +[ \t]+. *

3.4 Verifying Configuration Files

The server or client will not start if there is an invalid keyword in the
sshd2_confi g configuration file or in the ssh2_conf i g configuration file.
You can use the ssh-val i dat e- conf command to verify if there are invalid
keywords in the configuration files. If the ssh- val i dat e- conf command
finds an invalid keyword, the following message is displayed at the top of
the configuration file:

#foo is invalid, comented out by ssh-vali date-conf
#f oo bar

See ssh-val i dat e- conf (1) for more information.

3.5 Configuring Network Commands to Use Secure Shell
Software

On systems running Internet Protocol Version 4 (IPv4) and Tru64
UNIX Version 5.1A or higher, you can configure the r sh, rl ogi n,

and r cp commands and applications that use the rcnd( ) function to
automatically use a Secure Shell connection. To do so, you must enable
the Enf or ceSecur eRut i | s keyword in the / et ¢/ ssh2/ ssh2_confi g
file or in a user’s $HOVE/ . ssh2/ ssh2_confi g file. By default, the
Enf or ceSecur eRuti | s keyword is disabled.

e If the Enf orceSecur eRuti | s keyword is enabled in the
/ etc/ ssh2/ ssh2_confi g file, it is enabled for all users — overriding
the setting in the user’s $HOVE/ . ssh2/ ssh2_confi g file.
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If the Enf or ceSecur eRuti | s keyword is disabled in the
/ etc/ ssh2/ ssh2_confi g file, users can enable it in their
$HOMWE/ . ssh2/ ssh2_confi g file.

The following are considerations if you enable the Enf or ceSecur eRuti |l s
keyword:

The sshd daemon runs and spawns the sr crd child process; the r shd
and r | ogi nd daemons do not run.

The Al | owTcpFor war di ng keyword must be enabled in the
/ etc/ ssh2/ sshd2_confi g file (the default).

The r sh and r cp commands and applications that use the r cnd( )
function can use only host-based authentication to authenticate users.
See Section 3.6 for information on user authentication.

The rl ogi n command can use host-based or password user
authentication to authenticate users. See Section 3.6 for information on
user authentication.

3.6 Configuring Secure Shell User Authentication

You must configure the client and server to use the same type of user
authentication, which can be any or all of the following:

Password Authentication

Requires that a user have a password-protected user account that can be
authenticated by a Tru64 UNIX password authentication method.

Public key Authentication

Requires that a user have a public and private key, which can be
generated by the Secure Shell software. A public key can be contained
in a certificate.

Kerberos Authentication

Requires that the client and server use the same secret key, called a
session key, in an existing Kerberos infrastructure.

Host-based Authentication

Requires that users grant access to a specific host and user by including
the host name and user name entry in their . r host s file and/or
. shost s file in their home directory.

Keyboard-interactive Authentication

Requires password authentication.

You configure the type of user authentication that the client and server
use by assigning values to the Al | onedAut henti cati ons keyword
in the server’s / et ¢/ ssh2/ sshd2_confi g file and in the client’s
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/ etc/ ssh2/ ssh2_confi g file or in the user’s $HOVE/ . ssh2/ ssh2_confi g
file. The user authentication methods are used in the order in which

they are listed for the Al | owedAut henti cati ons keyword. For

example, if host based is listed first, the server will try host based
authentication before trying the next listed authentication. The first
successful authentication is the one used. By default, the server tries
host-based authentication, public key authentication, and then password
authentication.

3.6.1 Configuring Secure Shell Software to Use Password
Authentication

Password authentication requires that a user have a password-protected user
account that can be authenticated by a Tru64 UNIX password authentication
method. Tru64 UNIX password authentication methods include:

e BSD

e Enhanced security

e Network Information Service (NIS)

e Lightweight Directory Access Protocol (LDAP)
¢ Single Sign On (SSO)

To use password authentication, set the value of the Al | owedAut henti -
cat i ons keyword to include passwor d (included in the default) in the

/ etc/ ssh2/sshd2_confi g file and in the / et ¢/ ssh2/ ssh2_confi g file;
for example:

Al | owedAut henti cati ons password

By default, users are allowed only one password attempt. The number
of failed password attempts is defined by the value assigned to the
Passwor dGuesses keyword in the / et ¢/ ssh2/ sshd2_confi g file.

If you change the value of a keyword in the / et ¢/ ssh2/ sshd2_confi g file,
you must enter the following command to reset the sshd2 daemon:

#/sbin/init.d/ sshd reset

When using password authentication, the password prompt will be displayed
onstderr. If stderr is redirected, it might appear that the login command
has stopped responding while it waits for the password to be entered.

The way in which users are prompted for their password on a Tru64 UNIX
Secure Shell client depends on whether or not a Secure Shell connection is
used. If the server is running the sshd2 daemon, users are prompted as
follows:

user nane’ s password:

Configuring the Secure Shell Software 3-17



If the server is not running the sshd2 daemon, users are prompted as
follows:

Passwor d:

3.6.2 Configuring Secure Shell Software to Use Public Key
Authentication

Public key authentication requires that a user have a public and private
keypair. The public key is published and distributed to the servers with
which the user communicates. The private key is kept secret on the client
and never published or distributed. These keys are used to authenticate
the user and to encrypt and decrypt the data exchanged between the client
and server.

When using certificates, the client sends the server the public key in a
certificate. The server uses a Certificate Authority (CA) to validate the user’s
certificate and checks its mapping file or files to determine whether login is
allowed or not; if allowed, makes sure that the user has a valid private key.

Public key authentication requires configuration on the client and server.

3.6.2.1 Configuring Public Key Authentication on the Client

You can use the following steps to configure public key authentication

on a Tru64 UNIX client or use the ssh- pubkeyngr command, which
interactively prompts you for information. See ssh- pubkeyngr (1) for more
information on the ssh- pubkeymgr command.

1. Ifnecessary, create the $HOVE/ . ssh2 directory. ($HOVE is the name of
the user’s home directory for which public key authentication is being
configured.)

2. Change to the $HOVE/ . ssh2 directory and enter the ssh- keygen
command to create the private (i d_dsa_2048) and public
(i d_dsa_2048. pub) keypair.

3. Edit the $HOVE/ . ssh2/i denti fi cati on file to add the following
entry. If necessary, create this file.

I dKey id_dsa_2048

4.  On each server with which the user will communicate, add the following
entry to the user’s $HOVE/ . ssh2/ aut hori zat i on file on that server.
If necessary, create this directory and file.

Key id_dsa_2048. pub

5.  On each server with which the user will communicate, copy the user’s
i d_dsa_2048. pub file to their $HOVE/ . ssh2 directory on that server.
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3.6.2.1.1 Sending the Public Key in a Certificate
Follow these steps if you want the client to send the public key in a certificate:

1. Configure public key authentication as described in Section 3.6.2.1.

2.  Enter the ssh-certenrol | 2 command to enroll a certificate. If
necessary, define the SOCKS server with the - S option or an HTTP
proxy with the - P option. The backslash (\) at the end of a line indicates
continuation.

# ssh-certenroll2 -g -p id:key -e \

-s "C=Fl, O=SSH, CN=user ; emai | =user @rusted. org" \

-a "http://test-ca.trusted. org: 8080/ pki x/" \

-0 /hone/user/.ssh2/user _rsa /etc/ssh2/test-ca-certificate.crt

Generated 1024 bit private key saved to file /home/user/.ssh2/user_rsa.prv.

3. The private key must be in the ssh2 format.
To convert X.509 keys to ssh2 format:

$ ssh-keygen2 -x keynane
Private key inported from X 509 fornat
Successfully saved private key to keynanme_ssh2

To convert PKCS #12 keys to ssh2 format:

$ ssh-keygen2 -k keynane

Password needed for PFX integrity check :
Integrity check ok.

Got shrouded key.

New passphrase for private key :

Agai n :

Successfully saved private key to keynanme_ssh2
Saf e decrypted succesfully.

Cot certificate.

Certificate witten to file keyname_ssh2.crt

4. Specify the private key of your certificate in the $HOVE/ . ssh2/ i den-
tification file:

Cert Key private-key-path
The certificate will be read from pri vat e- key-path.crt.

3.6.2.2 Configuring Public Key Authentication on the Server

To configure public key authentication on the server, set the value of the
Al | onedAut hent i cat i ons keyword in the / et ¢/ ssh2/ sshd2_confi g
file to include publ i ckey (included in the default); for example:

Al | owedAut henti cati ons publ i ckey, passwor d
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If you change the value of the Al | owedAut hent i cat i ons keyword, you
must enter the following command to reset the sshd2 daemon:

#/sbin/init.d/ sshd reset

3.6.2.2.1 Accepting the Public Key in a Certificate

Perform the following steps on the server if you want the server to accept a
public key in a certificate:

1.

Acquire the CA certificate and copy it to the server. You can either
copy the X.509 certificate as such or you can copy a PKCS #7 package
including the CA certificate. Certificates can be extracted from a
PKCS #7 package by specifying the - 7 option with the ssh- keygen2
command.

Set the values of the following keywords in the / et ¢/ ssh2/ sshd2_con-
fig file:

Certificate authentication is a part of the publickey authentication
method. Set the value of the Al | owedAut henti cat i ons keyword
to include publ i ckey (included in the default); for example:

Al | owedAut henti cati ons publ i ckey, passwor d

Set the value of the Pki keyword to specify the CA certificate, and
the value of the MapFi | e keyword to specify the mapping file(s) that
you will create in step 4. You can specify multiple Pki keywords
where each defines a CA certificate. You can also specify multiple
MapFi | e keywords where each defines a mapping file. You can
specify multiple MapFi | e keywords per Pki keyword:

Pki <ca-cert-pathl>

MapFil e <map-fil e-pathl>

Pki <ca-cert-pat h2>

MapFil e <map-fil e-pathl>

MapFi |l e <map-fil e-path2>

The server will accept only certificates issued by defined CAs;
however if you do not define a mapping file, all connections are
denied even if user certificates can be verified by the defined CA
certificate.

You can disable the use of Certificate Revocation List (CRLs) by
adding the Pki Di sabl eCRLs keyword below the Pki keyword;
however CRL usage should be disabled only for testing purposes.
Otherwise it is highly recommended that you always use CRLs.

Pki Di sabl eCRLs yes

The server validates a certificate by using the Online Certificate
Status Protocol (OCSP) or a CRL. OCSP is used if the
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certificate contains a valid aut hority i nfo access extension.
Correspondingly, CRLs are used if the certificate contains a valid
CRL distribution point extension. CRLs can be published
either to a Lightweight Directory Access Protocol (LDAP) or HTTP
repository.

— Set the value of the LDAPSer ver s keyword to specify the LDAP
servers:

LDAPServers | dap://servl.donl: portl,|dap://serv2. don: port2,...

— Set the value of the SOCKS keyword to specify the SOCKS server
if CA services (OCSP and CRLs) are located behind a firewall:

socks: //socks_server: port/network/ net mask, net wor k/ net mask, . ..

If you change the value of a keyword in the / et ¢/ ssh2/ sshd2_confi g
file, you must reset the sshd2 daemon:

#/sbin/init.d/ sshd reset

Create the map file using any name. HP recommends that you create

a map file in the / et ¢/ ssh2 directory. Include in the map file entries

in the following format that define which certificates authorize logging
into which accounts:

account-id keyword val ue

The following table identifies valid keywords and their value:

Keyword Value

Emai | The email address, which must be present
in the certificate.

Subj ect The required subject name in LDAP DN (distinguished
name) string format, separated by spaces or tabs.

Seri al Andl ssuer The required serial number and issuer name in LDAP
DN string format, separated by spaces or tabs.

Enai | Regex The regular expression, which must match an email
address in the certificate. If account -i d contains
the string %subst % it is substituted with the first
parenthesized part of the regular expression. The
patterns are matched using SSH_ REGEX SYNTAX_EGREP.

Subj ect Regex The regular expression which must match a subject name
in the certificate. If account - i d contains the string
%%subst % it is substituted with the first parenthesized
part of the regular expression. The patterns are
matched using SSH REGEX SYNTAX_EGREP.

The following is a sample map file:

testuser emmil testuser @sh.com
testuser subject C=Fl, O=SSH, CN=Secure Shell Tester
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t estuser serial andi ssuer 1234 C=Fl, O=SSH, CN=Secure Shell Tester
Y%subst % subj ect regex C=FI, O=SSH, CN=([a-2z]+)
%subst % emai | regex ([a-z]+) @sh\.com

The last line defines regular expression syntax that permits logging
with any email address with only letters in the user name. See
sshr egex(5) for more information on the regular expression syntax.

3.6.2.3 Accessing a Remote Server

Example 3-5 shows sample output when logging in to a remote server that
is using public key authentication.

Example 3-5: Public Key Authentication Login Output

$ ssh usernane@er ver nane

Passphrase for key "/usr/users/username/.ssh2/id_dsa_2048_a"
with coment "2048-bit dsa, username@ostnane. f qdn,

date tinme -0500":

Aut henti cati on successf ul

3.6.2.4 Restricting User Access

You can restrict a user to certain UNIX commands when a user logs in

to a server that is using public key authentication. To restrict users,
enter the allowable UNIX commands under the Key entry in the user’s
aut hori zat i on file on the server. For example, the following entry would
use public key authentication to authenticate the user, restrict the user

to the | s command in the login directory, and then return the user to the
local host prompt:

Key user name- host nane. pub
Command | s

3.6.2.5 Managing Passphrases

The passphrase is not the user’s Tru64 UNIX user account password. The
passphrase is the secret text that the user entered with the ssh- pubkeyngr
command to create a public and private key pair. The passphrase is used
only by the client and server to exchange information about the user.

Users are prompted for the passphrase when they enter a Secure Shell
command on a server that uses public key authentication. Users can
configure the server so that it does not repeatedly prompt for a user’s
passphrase during a session by running the Secure Shell agent and loading
their private key into the Secure Shell agent. When the agent is running,
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all key-related operations are directed to the agent. The Secure Shell agent
terminates when the user logs out or stops the Secure Shell agent.

To run the Secure Shell agent:

1. Start the Secure Shell agent:
$ ssh-agent 2 $SHELL
The $SHELL environment variable identifies the user’s login shell.

Alternatively, users can automatically start the Secure Shell agent
when logging in to the server by adding the ssh-agent 2 $SHELL
command to their login file; for example, their . | ogi n file.

The Secure Shell agent invokes the specified shell as a child process,
and the shell prompt appears.

2. Load the private keys into the Secure Shell agent:
$ ssh-add2
The ssh- add2 command prompts the user for the passphrase.

3.6.3 Configuring Secure Shell to Use Kerberos Authentication

Kerberos uses secret key authentication, a type of cryptography in which two
communicating principals, usually a client and server, use the same secret
key, called a session key, to authenticate a system and user and to encrypt
and decrypt the data that they exchange. What one session key encrypts,
only the other matching session key can decrypt. A trusted Key Distribution
Center (KDC) mediates communication between principals and creates a
session key for their exclusive use.

Secure Shell requires an existing Kerberos5 infrastructure. To use Kerberos
authentication, set the value of the Al | owedAut henti cati ons keyword in
the/ et c/ ssh2/ sshd2_confi g file to include Kerberos entries; for example:

Al | owedAut henti cati ons kerberos-2@sh. com kerberos-tgt-2@sh. com

If you change the value of the Al | owedAut hent i cat i ons keyword, you
must enter the following command to reset the sshd2 daemon:

#/sbin/init.d/ sshd reset

3.6.4 Configuring Host-Based Authentication

Host-based authentication is an authentication method based on system
identification in the form of a public host key, not user password or
passphrase identification.

Host-based authentication requires:
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e The clients and servers to run the Tru64 UNIX operating system
software.

e A fully qualified domain name in the / et ¢/ host s file for the local
host and, if applicable, the local TruCluster alias. See Network
Administration: Connections and host s(4) for more information on fully
qualified domain names.

e Users to have a file called . r host s or . shost s in their home directory
that includes a host name and fully qualified domain name entry for each
remote host from which they will access the local host. The . shost s file
is read only by the Secure Shell server. If both files exist, the Secure
Shell server reads the . r host s file first, then the . shost s file. If either
of these files allows access for a particular connection, a Secure Shell
connection is used, even if the other file forbids it.

¢ A copy of the client’s public host key in the knownhost s directory on
the server.

Because most communication between systems is reciprocal and a system
can be a client and a server, follow these steps to configure host-based
authentication on all systems that will communicate by using host-based
authentication:

1. Set the value of the following keywords in the / et ¢/ ssh2/ sshd2_con-
fig file:

e Make sure that the value of the Al | owedAut henti cati ons
keyword includes host based (included in the default). If there are
other entries, set host based as the first entry. For example:

Al | owedAut henti cati ons host based, password

e Make sure that the value of the | gnor eRhost s keyword is set to
no (the default). For example:

I gnor eRhost s no

If you change the value of a keyword in the / et ¢/ ssh2/ sshd2_confi g
file, enter the following command to reset the sshd2 daemon:

#/sbin/init.d/ sshd reset

2. Set the value of the following keywords in the / et ¢/ ssh2/ ssh2_confi g
file or in a user’s $HOVE/ . ssh2/ ssh2_confi g file:

e Make sure that the value of the Al | owedAut henti cati ons
keyword includes host based. If there are other entries, set
host based as the first entry. For example:

Al | owedAut henti cati ons host based, password
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¢ Set the value of the Def aul t Domai n keyword to the fully qualified
domain name for the local host. For example, if the fully qualified
domain name for the local host is col or. art. com enter:

Def aul t Donmai n color.art.com

To make the server’s public host key available in the
/ et c/ ssh2/ knownhost s directory for other hosts to copy when using
host-based authentication:

# In -sf /etc/ssh2/ hostkey. pub \
/ et ¢/ ssh2/ knownhost s/ host nane. f qdn. ssh-dss. pub

The host nane is the name of the server and the f qdn is the

fully qualified domain name for the server as defined in the

/ et c/ host s file. For example, if the server name is or ange

and its fully qualified domain name is col or. art. com enter
orange. col or. art. com ssh-dss. pub.

In a TruCluster Server environment, the cluster alias public host key
must be available in the / et ¢/ ssh2/ knownhost s directory. Enter the
following command to make the cluster alias public host key available:

# In -sf /etc/ssh2/ hostkey. pub \
/ et ¢/ ssh2/ knownhost s/ cl uster _al i as. f gdn. ssh-dss. pub

The cl ust er _al i as is the name of the cluster alias and the f qdn is
the fully qualified domain name for the cluster alias as defined in the
/ et c/ host s file.

For a host outside of a TruCluster Server environment to connect

to a host inside a TruCluster Server environment, copy the cluster
alias public host key file (/ et ¢/ ssh2/ host key. pub) to the

/ et c/ ssh2/ knownhost s directory on the host outside of the cluster.

For each user who will use host-based authentication, create a file called
.rhost s or. shost s in the user’s home directory on the server and add
an entry for the local host and an entry for each client from which the
user will log in. An entry includes the host name followed by its fully
qualified domain name. For example, if the local host name is or ange
and its fully qualified domain name is col or. art. com enter:

orange. color.art.com

The user must be the owner of the . rhost s or . shost s file in their
home directory. Use the chown command to set the user as the owner of
the . rhost s or . shost s file and to set the permissions to 600 (r ead
and wri t e by owner only).

For each client identified in step 4, copy its public host key to the server.
The directory where you copy the client’s public host key depends on
the following:
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e Ifyou want to enable host-based authentication for all users from
a particular client to connect to their corresponding accounts on
the server, copy the client’s public host key to the system wide
/ et ¢/ ssh2/ knownhost s directory on the server.

e If you want to enable host-based authentication for a specific
user from a particular client to connect to their corresponding
account on the server, copy the client’s public host key to the user’s
$HOVE/ . ssh2/ knownhost s directory on the server.

Regardless of which directory the key is copied to, it must be named
client.fqdn. ssh-dss. pub, where f qdn is the fully qualified domain
name of the client.

To copy public host keys, you can use the ssh- host based- set up
command. The ssh- host based- set up command verifies and, if
necessary, copies the public host key from the specified client or from
the clients listed in the specified file to the / et ¢/ ssh2/ knownhost s
directory on the server.

To use the ssh- host based- set up command, enter:
# ssh-host based-setup clientname | fil enane

cli ent nane Specifies the name of a client whose public host
key will be verified or copied.

fil ename Specifies the name of a file containing a list
of client names whose public host key will be
verified or copied. The specified file is usually
the . r host s file or the . shost file.

See ssh- host based- set up(1) for more information.

3.6.5 Keyboard-Interactive Authentication

Keyboard-Interactive authentication is a method that authenticates users
by using the configured Secure Shell authentication methods that accept
authentication data entered interactively at the keyboard.

Keyboard-Interactive authentication allows the client to support a class

of authentication mechanisms without knowing the specifics of the actual
authentication mechanisms. Any supported authentication method that
requires only the user’s input can be performed with Keyboard-Interactive
authentication. The use of binary information (as in public key
authentication) cannot be used with Keyboard-Interactive authentication.
Secure Shell Version 3.2 Keyboard-Interactive authentication supports only
password authentication.
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Keyboard-Interactive authentication requires configuration on the server
and client.

3.6.5.1 Configuring Keyboard-Interactive Authentication on the Server

To configure Keyboard-Interactive authentication on the server,

set the value of the Al | owedAut hent i cati ons keyword in the

/ et c/ ssh2/ sshd2_confi g file to include keyboar d-i nt eracti ve; for
example:

Al | owedAut henti cati ons keyboard-interactive

The following keywords in the / et ¢/ ssh2/ sshd2_confi g file are used to
set the Keyboard-Interactive policy:

Aut hKbdl nt . Requi r ed
Aut hKdbl nt . Opt i onal
Aut hKbdl nt . NunOpt i onal
Aut hKbdl nt . Retri es

See sshd2_confi g(4) for more information on the keywords.

3.6.5.2 Configuring Keyboard-Interactive Authentication on the Client

To configure Keyboard-Interactive authentication on the client,

set the value of the Al | owedAut henti cati ons keyword in the

/ etc/ ssh2/ssh2_confi g file to include keyboar d- i nt eracti ve; for
example:

Al | owedAut henti cati ons keyboard-interactive

The client cannot request any specific Keyboard-Interactive submethod if
the server allows optional submethods. The order in which the submethods
are offered depends on the server configuration. However, if the server
allows for example, two optional submethods Secur | D and passwor d, the
user can skip Secur | Dby pressing the Ent er key when Secur | Dis offered
by the server. The user will then be prompted for password. HP Secure Shell
Version 3.2 does not support Secur | D; however other third-party Secure
Shell servers might.

3.7 Configuring Public Host Keys in Certificates

A public host key can be contained in a certificate. When using certificates,
the client and server enclose a public host key in a certificate. The client and
server validate a certificate by using the Online Certificate Status Protocol
(OCSP) or a Certificate Revocation List (CRL). OCSP is used if the certificate
contains a valid aut hority info access extension. CRLs are used if the
certificate contains a valid CRL di stri buti on poi nt extension. CRLs

Configuring the Secure Shell Software 3-27



can be published either to a Lightweight Directory Access Protocol (LDAP)
or HTTP repository.

To use certificates you must have access to a Certificate Authority (CA) and
a Public Key Infrastructure (PKI) and configure the client and server to
enclose a public host key in a certificate.

3.7.1 Configuring the Server
To configure the server to enclose its public host key in a certificate:

1. Enroll a certificate for the server by using the ssh-certenrol | 2
command. The Domain Name Server (DNS) address parameter must
correspond to the fully qualified domain name of the server. The
backslash (\) at the end of a line indicates continuation.

# ssh-certenroll2 -g -p id:key -e \

-s "C=Fl, O=SSH, CN=t est server; dns=test server.trusted. org" \
-a "http://test-ca.trusted. org: 8080/ pki x/" \

-0 /etc/ssh2/hostcert _rsa /etc/ssh2/test-ca-certificate.crt

Generated 1024 bit private key saved to file /etc/ssh2/hostcert_rsa.prv

2. Ifyou have an existing X.509 or PKCS #12 private host key, convert it
to ssh2 format.

e To convert X.509 keys to ssh2 format:

# ssh-keygen2 -x keyname
Private key inmported from X 509 fornat
Successfully saved private key to keynanme_ssh2

e To convert PKCS #12 keys to ssh2 format:

$ ssh-keygen2 -k keynane

Password needed for PFX integrity check :
Integrity check ok.

Got shrouded key.

New passphrase for private key :

Agai n :

Successfully saved private key to keynanme_ssh2
Saf e decrypted succesfully.

CGot certificate.

Certificate witten to file <keynane>_ssh2.crt

The server’s private key must have an empty passphrase, press the
Ent er key when you are prompted for the new passphrase.

3. Define the private key and the server certificate in the sshd2_confi g
file:
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Host keyFile <private key>
Host CertificateFile <server-certificate>

3.7.2 Configuring the Client
To configure the client to enclose its public host key in a certificate:

1. Copy the CA certificates to the client system. You can either copy the
X.509 certificates, or you can copy a PKCS #7 package including the CA
certificates. Certificates can be extracted from a PKCS #7 package by
specifying the - 7 option with the ssh- keygen2 command.

2. Inthe ssh2_confi g file, define:
e The CA certificates to be used:

Host CA <ca-certificate>

Define only one CA certificate per Host CA keyword. The client will
accept certificates issued only by a defined CA.

e The LDAP servers:

LDAPServers | dap://serverl.domainl: portl,|dap://server2.donai n2:port2,...

e The SOCKS server if the OCSP or CRLs are located behind a
firewall:

SocksServer socks://socks_server: port/ network/ net mask, net wor k/ net nask, . ..
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A

Managing and Troubleshooting the
Secure Shell Software

This chapter describes how to:

Manage the Secure Shell software
Troubleshoot the Secure Shell software

4.1 Managing the Secure Shell Server

This section describes how to:

Start, stop, restart, and reset the sshd2 daemon

Restrict users to their home directories

Create a public and private key

Forward TCP/IP ports and X11 data through a Secure Shell connection

4.1.1 Starting, Stopping, Restarting, and Resetting the sshd2
Daemon

When the sshd2 daemon starts, it uses the configuration information in
the / et ¢/ ssh2/ sshd2_confi g file (the default). When you start the
sshd2 daemon, you can specify configuration options on the command
line. Command line configuration options override values in the

/ etc/ ssh2/ sshd2_confi g file and are effective only until the sshd2
daemon restarts. To permanently make a configuration change, edit the
/ etc/ ssh2/ sshd2_confi g file. See Section 3.1 for more information on
the / et ¢/ ssh2/ sshd2_confi g file.

To start the sshd2 daemon using the configuration information in the
/ etc/ ssh2/ sshd2_confi g file:

#/sbin/init.d/ sshd start

To start the sshd2 daemon and change a value for a keyword in the
/ etc/ ssh2/ sshd2_confi g file:

# [/ usr/sbin/sshd keyword val ue
To stop the sshd2 daemon:
#/sbin/init.d/ sshd stop
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e To restart the sshd2 daemon using the configuration information in the
/ etc/ ssh2/ sshd2_confi g file:

#/sbin/init.d/sshd restart
e To reset the sshd2 daemon:
#/sbin/init.d/ sshd reset

4.1.2 Restricting Users to Home Directories

You can restrict a user or group of users to their home directory when the
user enters the ssh2 command or the sft p2 command.

To restrict a user or group to their home directory:

1. Enter the ssh-chr oot ngr command with the user or group names
you want to restrict:
# ssh-chroot ngr {usernanes | groupnanes}

2. Edit the / et ¢/ ssh2/ sshd2_confi g file and update the value
of the ChRoot User s entry to include the restricted users (or the
ChRoot Gr oups entry to include the restricted groups) specified in
step 1.

3. Reset the sshd2 daemon:
#/sbin/init.d/ sshd reset

4. Edit the / et ¢/ passwd file and configure / bi n/ ssh- dummy- shel | as
the shell for the restricted users and users in the groups specified in
step 1.

See ssh- chr oot ngr (1) and ssh- dunmy- shel | (1) for more information.

4.1.3 Creating a Server’'s Public and Private Host Key

A server’s public and private host key is created when you install the Secure
Shell server software. You need to create a new public and private host
key only if you want to change them.

To create a new public and private host key:

1. Stop the sshd2 daemon:
#/sbin/init.d/sshd stop

2. Create the host keys:
# ssh- keygen2 -P /etc/ssh2/ hostkey

3. Start the sshd2 daemon:
#/sbin/init.d/sshd start
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Note

Users who have a copy of the server’s old public host key will need
a copy of the new public host key before they can connect to the
server. Users can receive a server’s new public host key by using
one of the following methods:

®  You can enter the following command on the server to
generate a fingerprint (string of words) for the new public
host key, then provide the fingerprint to users by using an
unalterable method (such as digitally signed email):

# ssh-keygen2 -F hostkey. pub

When the users connect to the server, they will receive a
message informing them about the server’s new public host
key. The message will display a fingerprint and prompt the
user to accept a copy of the server’s new public host key.
Before accepting the public host key, users must verify that
the fingerprint in the new key message is the same as the
fingerprint in the email that you provided.

Inform users to notify you if the fingerprints do not match or
if they receive a message about a host key change and do not
receive a corresponding message from you notifying them of
the change. These types of notifications warrant investigation.

¢  You can send the new public host key to users by
using an unalterable method. The users can save
the key in the $HOVE/ . ssh2/ host keys directory as
key_22_ servernane. pub. In this case, manual fingerprint
check is not needed.

e  When users connect to the server, they will receive a message
informing them about the server’s new public host key and
prompt the user to accept a copy of the server’s new public
host key.

4.1.4 Forwarding TCP/IP Ports and X11 Data Through a Secure Shell
Connection

You can forward TCP/IP ports and X11 connections through a Secure Shell
connection.

4.1.4.1 TCP/IP Port Forwarding

Forwarding, or tunneling, is a way to forward otherwise insecure TCP data
through a Secure Shell connection. For example, you can configure POP3,
SMTP, and HTTP connections to use a Secure Shell connection.
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To configure TCP/IP port forwarding:

1.

Set the value of the Al | owTcpFor war di ng keyword to yes in the
/ etc/ ssh2/ sshd2_confi g file (the default).

If you change the value of the Al | owTcpFor war di ng keyword, you
must enter the following command to reset the sshd2 daemon:

#/sbin/init.d/ sshd reset

Configure the TCP/IP port to forward data. There are two kinds of
TCP/IP port forwarding:

e Local TCP/IP port forwarding (also known as outgoing tunnels)

Local TCP/IP port forwarding forwards data going to a local TCP/IP
port to a specified remote TCP/IP port. To forward all data going

to the specified | ocal _port on the local system to the specified
renot e_port on the remote system:

# ssh2 -L local _port:renote:renote_port user @enote
e Remote TCP/IP port forwarding (also known as incoming tunnels)

Remote TCP/IP port forwarding forwards data going to a remote
TCP/IP port to a specified local TCP/IP port. To forward all data
going to the specified r enpt e_port on the remote system to the
specified | ocal _port on the local system:

# ssh2 -R rempte_port:|ocal :local _port user @enote

4.1.4.1.1 Creating a TCP Tunnel for email

If the Secure Shell server is running on a mail server, you can configure a
client to use a TCP tunnel when communicating with that email server.

To create a TCP tunnel to a mail server:

1.

Configure a single-use TCP tunnel between the client and mail server.
For example, the following command creates a TCP tunnel between port
1100 on the client and port 110 (POP3) on the mail server called rai | 1:

$ ssh -fo -L 1100: mail 1: 110 mail1 sleep 5

Use the command in step 1 to configure your email program to check
for email. See your email documentation or online help for more
information on configuring your email program.

4.1.4.2 Enabling X11 Data Forwarding

To enable X11 forwarding:

1.

Set the value of the For war dX11 keyword to yes in the
/ etc/ ssh2/ sshd2_confi g file (the default).
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If you change the value of the For war dX11 keyword, you must enter the
following command to reset the sshd2 daemon:

#/sbin/init.d/ sshd reset

2. Test the connection by logging in to the client and entering an X11
command. For example, to start the X clock program:

xcl ock &

If the X clock window is displayed, X11 forwarding is working.

Note

Do not set the DI SPLAY variable on the client. Doing so will
disable encryption. (X connections forwarded through Secure
Shell use a special local display setting.)

4.2 Troubleshooting the Secure Shell Software

This section describes how to troubleshoot common Secure Shell problems,
describes tools that you can use to learn about problems, and offers possible
solutions.

4.2.1 Startup and Connection Problems
After you install the Secure Shell server software, you must start the Secure
Shell daemon before clients can connect. To start the Secure Shell daemon:

# /sbin/init.d/ sshd start

In Secure Shell Version 3.2 or higher, the server or client will not start if
there is an invalid keyword in the sshd2_confi g configuration file or in
the ssh2_conf i g configuration file. You can use the ssh-val i dat e- conf
command to verify if there are invalid keywords in the configuration files. If
the ssh-val i dat e- conf command finds an invalid keyword, the following
message is displayed at the top of the configuration file:

#foo is invalid, comented out by ssh-vali date-conf
#f oo bar

The client cannot connect and the following message is displayed if the client
(or router that the client is using) is running a Version 1 of the SSH protocol:

Di sconnect ed; protocol version not supported (Illegal protocol version.)

HP Secure Shell does not support Version 1 of the SSH protocol because it is
insecure. Do one of the following to fix this problem:

e Upgrade the client or router to Version 2 of the SSH protocol.
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¢ On the server, download and compile OpenSSH Version 1. See
ht t p: / / www. openssh. comfor more information.

4.2.2 Using Public Keys with an OpenSSH Server

The OpenSSH server and HP Secure Shell server use different public keys.
You might need to convert your public key depending on the following:

e If your public key was created by an OpenSSH server and you want
to authenticate to an HP server, convert the public key by using the
OpenSSH ssh- keygen command with the - e option.

e If your public key was created by an HP Secure Shell server and you
want to authenticate to an OpenSSH server, convert the public key by
using the OpenSSH ssh- keygen command with the - i option.

Note

In either case, you will initially be prompted for your password,
because the public key cannot be used for authentication until
you convert it.

4.2.3 Suspended X11 Session

When you are using an X11 session to connect to a remote system then
return to your system, the session is suspended and the following message
is displayed:

Aut henti cati on successful.

war ni ng: X11 auth data does not natch fake data.

war ni ng: X11 auth data does not natch fake data.

X connection to workstation. mysite.com10.0 broken (explicit kill or server
+shut down) .

The X11 session is being forwarded back to itself, which is confusing the
X11 server. To not forward the X11 session, enter the - X option on one

or both of the ssh sessions. To restart the suspended session, enter the
<ent er >~ escape sequence, which will exit the original ssh session. To
restore the session, enter *J sequence followed by stty sane, then another
NJ sequence.

4.2.4 Displaying Files

When using the | s command on the console in an sf t p session, you cannot
cancel the listing of files with ~ C key sequence. This happens because the
list of files is being displayed is too fast for the console and messages are
filling up the buffer.
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To fix this problem, do not start the sft p session on the console.
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5

Using the Secure Shell Commands

This chapter describes how to use Secure Shell commands to:
e Copy files between clients and servers

¢ Login and execute commands on a server

Note

When a client connects to a server for the first time, the user

is prompted to accept a copy of the server’s public host key. If
the user accepts the key, a copy of the server’s public host key is
copied to the user’s host keys directory on the client. The client
uses this public host key to authenticate the server on subsequent
connects.

5.1 Copying Files
You can use the following Secure Shell command to copy files:

¢ The scp2 command

e The sftp2 command

5.1.1 Using the scp2 Command

Use the scp2 or scp command on a client to copy files to and from a server.
The installation process creates a symbolic link from the scp command
executable to the scp2 command executable. The scp2 command runs with
normal user privileges.

e To copy files from a local system to a remote system:
scp2 /directory/file user@ystem/directory/file

e To copy files from a remote system to a remote system:
scp2 userl@ystem/directory/file user2@ystem/directory/file

Relative paths can also be used; they are interpreted relative to the user’s
home directory.

See scp2(1) for more information about the scp command.
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5.1.2 Using the sftp2 Command

Use the sft p2 command or the sft p command on a client to copy files to
and from a server. The installation process creates a symbolic link from the
sft p command executable to the sft p2 command executable.

The sf t p2 command functions like the ft p command but does not use the
ft p daemon or the ft p client for its connections. The sft p2 command
runs with normal user privileges.

To use the sft p2 command to connect to a remote host to copy files:

sftp2 [options] hostnane

You can also use the scp2 syntax with the sft p2 command. See
Section 5.1.1, scp2(1), and sft p2(1) for more information.

5.2 Logging In and Executing Commands on a Server

Use the ssh2 command or the ssh command on the client to securely log
in and execute commands on a server. The installation process creates a
symbolic link from the ssh command executable to the ssh2 command
executable.

To execute commands on a server:
ssh2 [options] server_nanme [conmand]

When a user successfully logs in to a server, the sshd2 daemon:

1. Runs with the user’s privileges.

2. Sets up a basic environment.

3. Changes to the user’s home directory.
4.

Runs the user’s shell.

See ssh2(1) for more information about the ssh2 command.
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